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1 Introducing InRule® for the Salesforce Platform

InRule provides InRule® for the Salesforce Platform to enable rule execution integration with Salesforce.
This Salesforce package and solution framework serves as a runtime companion to the irX® for the
Salesforce Platform rule authoring extension

This guide focuses on the deployment of the Platform to your environment. While there are a number of
options available when it comes to how you choose to integrate InRule with Salesforce, this guide details
the primary deployment path for cloud-based integration with Microsoft Azure ®.

Before beginning this guide, you may first want to familiarize yourself with the irX for the Salesforce
Platform product by reading the irX for the Salesforce Platform Help Documentation.

This document also provides an addendum, Appendix E: Methods for Executing Rules from Salesforce
that discusses the different options available to you for running rules beyond what this Deployment Guide
covers. It is a good next step for implementers who are looking for advanced options for running rules.

If you are interested in getting rule execution integration working between InRule and Salesforce as
quickly and easily as possible, this guide is the best place to start!

Additional material is available on the Downloads section of our support website. Please see the
Additional Resources section of this document for support website detail.

This guide assumes that the reader has basic familiarity with Salesforce, irAuthor® and irX for the
Salesforce Platform.

@ Important: The InRule® for the Salesforce® Platform plugin is comprised of several Apex

components. Apex is not supported by the Salesforce Professional Edition, thus InRule
cannot function in a Professional Edition environment. The InRule for Salesforce App can
only be deployed to Salesforce Unlimited and Developer Edition orgs, where Apex is
supported.

@ Important: Not all Salesforce environments support APl access. However, InRule® for the
Salesforce® Platform requires a Salesforce instance that supports the API. If you attempt to
connect with an instance that does not support this access, you will receive an error when
connecting that contains information such as "The REST API is not enabled for this
Organization." The edition types that do NOT include APl access are Contact Edition, Group
Edition and Professional Edition. Please refer to official Salesforce documentation for up-to-
date information as this list is subject to change.
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< c @& https://supportinrule.com/downloads.aspx

InRule® for the Salesforce® Platform

Enterprise-grade rules for the Salesforce Platform

? IrX@ for the Salesforce® Flatfarm Help Documentation (2 MB)
? InRule® for the Salesforce® Platform Deployment Guide (2 MB)
@ InRule® for the Salesforce® Platform (31 MB) Crested on 2872010

2 Understanding your options

Salesforce is available only as an online SaasS offering, but the Rule Execution Service and Catalog
Service components of InRule for Salesforce can be hosted anywhere an IIS site can be deployed. This
guide assumes deployment in Azure, but an on-prem environment can also be used if required.

2.1 Salesforce — PaaS with Microsoft Azure

The suggested setup is to install InRule using a Platform-As-A-Service (PaaS) model on Microsoft Azure.
This document discusses the following three components:

1. Catalog App Service and Azure SQL Database
2. Rule Execution App Service for Salesforce
3. InRule Decision Client package for Salesforce

Section 3 of this document, Performing the Installation: In Azure, provides a complete walkthrough for
setting up each of these components.

Appendix B: Anatomy of a Request for Execution of Rules Diagram contains a more complete diagram
depicting how a standard request navigates through components.

2.2 Salesforce - with IIS On-Premises Rule Execution Service

If for any reason you can’t use Azure App Service, the Rule Execution Service and Catalog Service can
also be installed in an on-prem environment, or in any laaS server configured with 11S. The following three
components are required:

1. Catalog Web Service and Database
2. Rule Execution Web Service for Salesforce
3. InRule Decision Client package for Salesforce

Installation Documentation and InRule Installer, which will be used to install the Catalog Service, are
available on our support website’s downloads section and provide instructions for setting up the catalog.

Detailed installation steps are not included with this guide, but the InRule.Salesforce.WebService.zip
package in the RuleExecutionAzureService folder can also be deployed in an on-prem environment. This
is a Web Deploy package, so it can be deployed via MSDeploy or by copying the contents to an 1IS Site.

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 4 of 85
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3 Performing the Installation

This section discusses the steps needed to integrate InRule with the Salesforce Platform. Using this
scenario InRule components are hosted on Microsoft Azure.

3.1 An overview of the Components needed

This guide will provide the instructions for setting up all the components below:

Full Page

HTTPS GET/POST Salesforce.com Cloud Servers

Web Browser HTTPS : Business Rule Service as
POST for Rules Apex Classes - > REST Service

(Cloud or on-premise)
: “4 POST

for Rules
HTTPS IH'ITPS

[B:rt;:h::o;:::] _ “ HTPs ” InRule Rule Catalog
Rule Authoring in = u‘-d""Eb Service el
I 1 o H {=] or on-premise

irAuthor/irVerify with P

custom connector

Catalog App Service and Azure SQL Database

A Catalog service will be used to store Rule Apps that will be consumed by the Rule Execution App
Service. This Catalog Service will be hosted as an Azure App Service. The back end of the Catalog
Service utilizes an Azure SQL Database for retrieval and persistence of Rule Applications.

Rule Execution App Service for Salesforce

The Rule Execution App Service is responsible for loading Salesforce entity data, executing rules against
loaded data, and responding to Salesforce with rule execution results.

InRule for Salesforce App

The InRule for Salesforce App contains Apex classes, as well as custom settings and objects. It is
configured to communicate with the execution service over REST.
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3.2 Gathering prerequisites

This section reviews what you will want to have prepared before you begin with the integration steps in
the next section.

Required Files

The following file should be downloaded from our support website’s downloads section before you begin:

e InRule for Salesforce.zip

After you have downloaded this file, but before extracting, make sure that you go to the file properties for
the zip and select Unblock. If the zip file is not unblocked before extracting, the deployment scripts will
not be able to execute successfully.

computer and might be blocked to
help protect this computer.

] Accessed loday, August 16, 2018, 8:54:U3 AM

¢ Attributes [JReadonly []Hidden Adwanced...
| Securty This file came from anather Linblack

1

’ Corcnl | [ tonl

After unblocking the zip file, extract the contents to a working folder. When you are finished, you should
have a directory structure that looks like this:

| InRule for Salesforce.zip
L—1InRule for Salesforce
|  readme.txt
|
F———RuleApplications
| SalesforceRules.ruleappx
|
F—RuleExecutionAzureService
| azuredeploy.json
| azuredeploy.parameters.json
| InRule.Salesforce.WebService.zip
L—RuleHelperDeployment
InRule.Salesforce.RuleHelper.dll
...(many other supporting files)

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 6 of 85
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Rule Authoring Environment

A rule authoring environment is used to upload a Rule Application to your Catalog Service. A rule
authoring environment is a machine or virtual machine where irAuthor has been installed with the irX for
the Salesforce Platform extension. If you followed the instructions outlined in irX for the Salesforce
Platform Help Documentation then you should already have a rule authoring environment available to
you.

We have made it a point to call out the rule authoring environment separately because it is important to
be aware of the licensing implications of this step. You will need to utilize an irAuthor license and an irX
for the Salesforce Platform license to activate the related components in the authoring environment. If you
are a system administrator who does not intend to perform rule authoring activities after the deployment is
up and running, you can either chose to borrow an environment from someone who will use a rule
authoring environment, or you will want to be sure to deactivate your license when you’re finished with
your deployment responsibilities.

Administrative Accounts

Salesforce API Credentials: You will need to configure an API token and Connected App within your
Salesforce instance for use in both irX and the Rule Execution Service. When authoring in irX you will
typically use your personal account, but the execution service will typically use a separate service
account. You will need to generate an API token for each account you want to use, but you can use the
same Connected App if desired.

If the account does not already have an API token, then log into the Salesforce portal and navigate to
User menu > My Settings - Personal > Reset My Security Token. You should receive an email within a
few minutes that contains an API token.

Home Accounts Contacts Corporate Calendar Chatter Outlook Subscriptions  Indi

Take Salesforce with you wherever yc
Run your business from any mobile device with the Salesfor:

| Quick Find | Reset My Security Token

My Settings =M
31 Clicking the button below invalidates your existing token. 2

[ )

-

L Personal

When accessing salesforce.com from outside of your company's tfrust

Personal Information as Connect for Outlook, Connect Offline, Connect for Office, Connect!

Change Ny Password G Y our security token is tied to your password and subject to any

token is also reset.
Language & Time Zone

For security reasons, your security token is delivered to the email add
Grant Account Login Access

Reset Security Token
My Groups

Reset My Security Token

Fammetann
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Next, create a new Connected App in Salesforce that is configured for OAuth authentication. Navigate to
Setup = Create = Apps = Connected Apps = New and create a new app. Fill out the Basic Information
and configure OAuth authentication. The Rule Execution Service and irX use the Username-Password
authentication flow, so there is no callback URL, but because Salesforce requires this field to be

populated, enter any properly formatted URL; it will not be used. Also, be sure to add ‘Full access’ to the
Selected OAuth Scopes.

New Connected App

Save | Cancel

To publish an app, you need to be using a Developer Edition organization with a namespace prefix chosen

Basic Information

I=R
Connected App Name  [InRule Rule Execution
APIName  |inRule_Rule_Execution
Contact Email | 'someemailaddress@inrule.com
Contact Phone EEEEEREEERE
Logo Image URL
Upload logo image or Choose one of our sample logos
Icon URL
Choose one of our sample logos
Info URL  http:/fwww inrule.com/
Description  |InRule Service that executes rules against Salesforce data
v API (Enable OAuth Settings)
Enable OAuth Settings ”
Callback URL | nttps:/test salesforce. com/services/oauth2/callback
P
Use digital signatures
Selected OAuth Scopes ~
Available OAuth Scopes Selected OAuth Scopes
Access and manage your Chatter data (chatter_api) Full access (full)
Access and manage your Wave data (wave_api)
Access and manage your data {api) Add
Access custom permissions (custom_permissions) 3
Access your basic information (id. profile, email, address, phone) <«
Allow access to your unigue identifier (openid) Réﬁj\re

Perform requests on your behalf at any time (refresh_token, offline_access)
Provide access to custom applications (visualforce)
Provide access to your data via the Web (web)

- Wah Ann Qattinne

After saving, select the newly created Connected App and inspect the OAuth settings. Record the
Consumer Key and the Consumer Secret.

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 8 of 85
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F:unne:(ed App Name Help for this Page @
irX for the Salesforce Platform
« Backto List: Custom Apps

Edit | | Delete Manage

Version 1.0
APl Name ir¥_for_Salesforce
Created Date  5/10/2016 8:45 AM
B
Contact Email
Contact Phone
Last Modified Date ~ 9/13/2016 9:22 AM
By:
Description
Info URL

¥ API (Englfle OAuth Settings)

Consumer - Consumer  Click to reveal
Key Secret

Selected  Full access (full) Callback  hitps:/fap1.salesforce.com
OAuth URL  jsenvices/oauth2ftoken
Scopes

Once you've completed these steps, you should have the token, consumer key and consumer secret, all
of which are required for authentication with Salesforce in addition to the username and password.

Username and Password for the Rule Service: The rule execution service is protected using basic
authentication. You will need to choose a username and password when setting up the service in Azure,
and use those same credentials when configuring Salesforce later.

Administrative Password to use for SQL Server: You should decide what username and password
you want to use for administrative privileges on the SQL Server. You will use this password when
following the referenced catalog setup guide.

** This walkthrough will utilize the above administrative login and password for the Catalog Service to
connect to the SQL Server Database. In a more secure environment, a separate SQL User should be
created that only has access to the single database needed by the catalog. It is up to the reader of this
document to go this more secure route.

Administrative Password to use for Catalog Service: You should decide what username and
password you want to use for administrative privileges within irCatalog. You will use this password when
following the referenced catalog setup guide and will need to provide it when deploying the Execution
Service.

** This walkthrough utilizes the default login of ‘admin’ and password of ‘password’. It will be up to the
reader to go through the process of utilizing the Catalog Manager to change these credentials to be more
secure.

Administrative Login and Password for Microsoft Azure: You must have a username and password
that will be used to perform administrative tasks within Microsoft Azure.

InRule Azure License File

You will need a special .xml file used for licensing InRule in an Azure cloud environment. This may have
been provided with your InRule Welcome package. You can contact support@InRule.com if you have
guestions about where to get your license file.

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 9 of 85
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Deciding resource names

The following worksheet can be used to decide what to name Azure resources as you go through this
Guide.

Many of these resources must have names that are unigue in the world; they are hosted on Microsoft
Azure and are given domain names that match. We recommend creating a “Base” name that does not
exceed 14 characters. We recommend encoding an organization name, an application name, and an
environment name into this ‘Base’ name. For Example:

{ApplicationAbbreviation}{OrganizationAbreviation}{EnvironmentAbreviation}

MyAppInRuleDev
12345678901234

You can choose to follow this convention or invent your own.

Resource and Description Example Name

Base Name MyAppInRuleDev

Azure Resource Group Name MyAppInRuleDevResourceGroup

Azure SQL Server Name myappinruledevsqlserver

must be lLower case

Catalog Database Name MyAppInRuleDevCatalogDb

Catalog App Service Name MyAppInRuleDevCatalogService

Rule Execution App Service Plan Name MyAppInRuleDevRuleExecutionAppServicePlan
Rule Execution App Service Name MyAppInRuleDevRuleExecutionAppService
Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 10 of 85
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3.3 Deploying and Configuring Components

3.3.1 Catalog App Service

Installing the Catalog App Service

The first major objective for a Salesforce implementation is the deployment of a Catalog service to
Microsoft Azure.

During this process, you will be creating:

e An Azure SQL Server Database
e An Azure App Service to host the InRule Catalog in the Azure cloud

When you are finished, you should be able to connect to this app service from a locally installed copy of
irAuthor, and successfully save a RuleApp to the catalog.

The full process of installing the Catalog in Microsoft Azure is outlined in the documentation found on the
InRule AzureAppServices GitHub, which can be found here:

https://github.com/InRule/AzureAppServicestircatalog

Pleasure ensure you are installing the irCatalog service, not the irServer Rule Execution Service, which is
found on the same page and is not compatible with Salesforce.

Testing the Catalog App Service by uploading the starter Rule App

At the conclusion of the installation process outlined above you should have a Catalog URI, Username,
and Password to use to connect to the catalog service.

Next, we will utilize your rule authoring environment to upload the Rule Application that you extracted into
your working directory at:

\InRule for Salesforce\RuleApplications\SalesforceRules.ruleappx

‘ | = | RuleApplications
Home Share View
&« v 4 <« InRule for the Salesforce Platform »  RuleApplications
| 0 MName - Status Date modified
u SalesforceRules.ruleappx @ 471772018 5:17 PM

1: Navigate to this file in your rule authoring environment and double click on it,
this will open the file with irAuthor.

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 11 of 85
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2: Save the Rule Application by choosing File - Save As >Save to Catalog

ul H | ® | | = | E SalesforceRules - InRule irAuthor

l DEVELOPER

Save As + love Up Add - .. :_l

Start Page ! . i
Save to Catalog Pacte Add D e e e Categorize E

% Save the rule application to an InRule Catalog " | Bookmark - Appli

" Delete
e rd Item Tags

Save to File
Q Save the rule application to the file system

Open ’
SalesforceRules

Save

Mixed > |G
Save As L
Enabling/disabling of rule sets (i

Save a Copy Access te parents from Language Rules

"OOD G O

Close
Edit Rule Templates and Classifications to create a custom vocabulary,

Go to vocabulary

Help "

()

Extensions Options | | X Exit 30000 (ms)
T

Maximum cycle count: 100000

(
é Rule Flows - .

3: Choose Add Catalog, enter connection information for the Catalog Server that
you deployed, and then select Use This.

—_
B Loginto catalog *
 Add Catelog e o
I = Usethis &
Catalog name: myappinruledeveatalagservice.cloudapp.net "'-—. e
Use Single Sign-On: O e
Username: admin K o
Password: asssssss H
Catalog URL: https://myappinruledevcatalogservice.cloudapp.net/service.sve h o
B x
Advanced options v
°

T Tlke versinne TT

4: Save with the name SalesforceRules and the Label LIVE

M save >
Mame: SalesforceRules
Action: Check In [] Leave checked out

Save to the 'admin’ workspace

| Saveas: (®) New
() Existing: -
| Label: (®) New: LIVE
() Existing: -
| Comments:
. (%) Catalog information
I QK Cancel
Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 12 of 85
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Save the Rule Application to the Catalog using the name of SalesforceRules. We must also be sure to
label this Rule Application with the text ‘LIVE’, as configured in the app service configuration. Be sure not
to forget this label, it is a small but important step!

At this point, if you can click OK without an error, we have successfully saved the SalesforceRules Rule
App to the new Catalog that you have created. If you have any trouble getting to this point, it is advised
that you resolve any issues with the Catalog before attempting to continue.
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CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent.



InRule for Salesforce Deployment Guide in ru | e

3.3.2Rule Execution App Service for Salesforce

Next, we’'ll deploy the InRule Rule Execution service as an Azure App Service, along with all its Azure
resource dependencies. To make this process easier, we’ll be using an Azure Resource Manager (ARM)
template, which allows us to deploy and configure all the Azure resources the Rule Execution Service
relies on. InRule for Salesforce

There are a number of methods for deploying an ARM template; this documentation will detail two: via
Azure CLI and via PowerShell. Alternatively, while this document does not provide a walkthrough of it,
the ARM template provided is configured to work with Azure Portal deployment. For an overview of how
to leverage this, reference Microsoft's documentation: https://docs.microsoft.com/en-us/azure/azure-
resource-manager/templates/deploy-portal

1: Locate azuredeploy.parameters.json

Before deploying the ARM template, we need to define certain parameters.

Locate the azuredeploy.parameters.json file in the RuleExecutionAzureService folder within the InRule for
Salesforce.zip file downloaded in Section 3.2: Required Files.

(B EE-
Home Share View
— v 4 <« |nRule for the Salesforce Platf... » RuleExecutionAzureService ™
o~
[ [ Mame Status Date modified Type

4/17/2019 517 PM JSOM
JSON

IT azuredeploy.json
in) azuredeploy.parameters.json

Wind

& Deploy-AzureResourceGroup.ps] ) [
4/17/2019 517 PM Com

@ee06

InRule.Salesforce. WebServicezip

2: Update parameters

Open the file with your text editor of choice and edit the parameters listed below

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 14 of 85
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1 appServiceName

2 catalogUri

3 catalogUser

4 catalogPassword

5 sfLoginUrl

6 sfUsername

Provide a name for the Azure App Service that the Rule Execution Service will run on.

Note, by default, an App Service Plan will be created by the ARM template. The App
Service Plan will follow the naming convention of the App Service hame you provide here,
with “Plan” appended to the end (ex. appServiceNamePlan). If you wish to deploy your app
service to an already existing App Service Plan rather than create a new one, or for more
information on the necessary configurations for the App Service Plan, reference Appendix
E: Azure App Service Plan Configuration

The URI for the Catalog Service that will be used
Example:
https://myappinruledevcatalogservice.cloudapp.net/service.svc

Username for Catalog Service, default value is ‘admin’.

Password for Catalog Service, default is ‘password’, please change this using the catalog
manager!

The default for this is set to https://login.salesforce.com/services/oauth2/token, but you can
change this to the relevant URL for your instance if you are deploying to something like a
sandbox instance

Salesforce username for the service account used to connect from the execution service to
the Salesforce API

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 15 of 85
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7 sfPassword

8 sfSecurityToken

9 sfConsumerKey

10 sfConsumerSecret

11 executionServiceUsername

12 executionServicePassword

13 inRuleVersion (To deploy most
modern version, leave as default
value)

14. appServicePlanName (If you wish
to override the default value)

15. applnsightsinstrumentationKey

16. applInsightsResourceName

Password for the Salesforce service account

API token for the Salesforce service account

OAuth consumer key for the connected app

OAuth consumer secret for the connected app

Username used to secure the rule service. This same username will need to be provided to
Salesforce during configuration

Password used to secure the rule service. This same password will need to be provided to
Salesforce during configuration

This parameter allows the user to configure what version of the InRule Rule Execution
Service they wish to deploy. By default, this parameter will be set to the most modern
version.

Provide a name for the Azure App Service Plan. If you leave this value blank it will be
derived as the App Service name you provide above, with “Plan” appended to the end (ex.
appServiceNamePlan)

Note, by default, an App Service Plan will be created by the ARM template. If you wish to
deploy your app service to an already existing App Service Plan rather than create a new
one, or for more information on the necessary configurations for the App Service Plan,
reference Appendix F: Azure App Service Plan Configuration

If you want to use Application Insights as a log sink in addition to the app service logging
already enabled, provide an instrumentation key from an existing Application Insights
resource here. When providing a value for the ‘applnsightsResourceName’ parameter,
leave this value blank, as the template will automatically fill this value in for you based on
the newly created resource Rule Execution Service Event Log.

If you want to use Application Insights as a log sink in addition to the app service logging
already enabled, but do not already have an Insights resource that you want to use, specify
a name for a new resource here. Specifying a value for this parameter will create a new
Application insights resource with the given name and populate the instrumentation key app
setting on the app service with the key from this new resource. If you provide a value for
this parameter, do not provide a value for applInsightsinstrumentationKey.

Once you've finished configuring your parameters, save the completed parameters file and keep a spare
copy on hand for future upgrades or automation.

3: Option 1: Deploy ARM Template with Azure CLI

Now that the ARM template is configured, we’ll deploy it to get the resources up and running. The
following will detail how to use the Azure CLI to deploy the ARM template (Note, this section assumes
Azure CLI has already been installed):

3.1 Run Command Prompt or Powershell

B8 Command Prompt

3.2 Navigate to the RuleExecutionAzureService folder

E¥ Command Prompt

3.3 Enter “az login” to login into Azure
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E¥ Command Prompt

login

3.4 Enter your Azure admin credentials to login when prompted in the
new browser window opened

B® Microsoft

Sign in

‘Ema\\‘ phone, or Skype

3.5 Select the appropriate subscription

If your Azure account has access to multiple subscriptions, you will need to set your active
subscription to where you create your Azure resources:

C:\RuleExecutionAzureService>az unt set --subscription SUBSCRIPTION MAME

3.6 Create Resource group

If you have not created a resource group yet, you will need to create one. You will need to define a
name and a geographic location for where to host the resource. This example uses Central US:

3.7 Execute the following command to deploy the ARM template

Replace “ResourceGroupName” with the name of the Azure Resource Group you want to deploy to

Observe that the template deploys with no errors
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4: Option 2: Deploy ARM Template with Powershell

(If you have already deployed the ARM template via Azure CLI in the section above, this section is not
necessary)

Now that the ARM template is configured, we’ll deploy it to get the resources up and running. The
following will detail how to use Powershell to deploy the ARM template (Note, this section assumes Azure
PowerShell has already been installed):

1.1 Run Powershell

EX Windows PowerShell

1.2 Navigate to the RuleExecutionAzureService folder

EN Windows PowerShell

2> cd .h\RuleExecution&zureServicel

:ZRuleExecutionAzureServices

1.3 Enter “Connect-AzureRmAccount” to login into Azure

S C:ZRuleExecutionAzureService> Connect-AzureRmAccount

1.4 Enter your Azure admin credentials to login when prompted in the
new browser window opened

B® Microsoft

Sign in

1.5 Select the appropriate subscription

Upon logging in, your default subscription information will be displayed:

EN Administrator; Windows PowerShell

fccount -
criptionName :
criptionld

TenantId
Environment

If this is not the subscription you want to deploy to, you can use the “Select-AzureRmSubscription”
cmdlet to change the targeted subscription. Just replace “SubscriptionNameHere” with the name of
the desired subscription:
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EN Windows PowerShell

SubscriptionNameHere

4.6 Create Resource Group

If you have not created a resource group yet, you will need to create one. You will need to define a
name and a geographic location for where to host the resource. This example uses Central US:

PSS C:\RuleExecutionAzureService> New-ArureRmResourceGroup ResourceGrouphName centralus

4.7 Execute the following command to deploy the ARM template

Replace “ResourceGroupName” with the name of the Azure Resource Group you want to deploy to

PS C:\RuleExecutionAzureService> MNew-A4zR wurcearoupDeployment Resourcearouphame

Aazuredeploy.json . uredeploy.parameters.json

Observe that the template deploys with no errors

5: Verify Setup

Navigate to the Azure portal and locate the deployed App Service

1 of 2 items selected Show hidden types @
u| MNAME TYPE
v armTestAppService App Service

Ensure that all of the app settings are configured correctly for your setup

“«
‘ Tags Applicati P Genera . n " - tc t - na
= pplication settings ~ General settings Default documents  Path mappings
# Diagnose and solve problems
Application settings
O Security PP 9
Deployment - New application setting < Show values ¢* Advanced edit
Quickstart Name Value
Deployment slots
aspnet:UseTaskFriendlySynchronizationContext Hidden value. Click show values button above to
% Deployment Center
inruledlogging:level Hidden value. Click show values button above to
Settings
Configuration inrulerepositoryzlicensing:licenseFolder Hidden value. Click show values button above to
Authentication / Authorizati... inrulessfauth:consumerkey Hidden value. Click show values button sbove to
@ application Insights
inrulessf:auth:consumerSecret Hidden value. Click show values button above to
Identity
& Eackups inrulesfauth:ioginlrd Hidden value. Click show values button above to
B Custom domains inrulessFauthpassward Hidden value. Click show values button above to
0 ssLsettings
inruleisfauth:securityToken Hidden value. Click show values button above to
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3.3.3 Upload License file

Regardless of how you choose to deploy the ARM template, you'll need to upload a license file to the web
app service in order for both the catalog service and the rule execution app service to properly function.
The simplest way to upload the license file is via FTP.

This example leverages Azure CLI in addition to Powershell commands. If you intend to use this
method, please run the CLI from Powershell.

Alternative approaches using Powershell only should be possible if desired but are not detailed in
this document.

First, retrieve the FTP deployment profile (url and credentials) with the az webapp deployment list-
publishing-profiles command and put the values into a variable:

# Example: az webapp deployment list-publishing-profiles --name contoso-execution-
prod-wa --resource-group inrule-prod-rg --query "[?contains(publishMethod,
"FTP')].{publishUrl:publishUrl,userName:userName,userPWD:userPWD}[0]" | ConvertFrom-
Json -OutVariable creds | Out-Null

az webapp deployment list-publishing-profiles --name WEB_APP_NAME --resource-group
RESOURCE_GROUP_NAME --query "[?contains(publishMethod,
"FTP')].{publishUrl:publishUrl,userName:userName,userPWD:userPWD}[@]" | ConvertFrom-
Json -OutVariable creds | Out-Null

Then, upload the license file using those retrieved values:

# Example:

$client = New-Object System.Net.WebClient;$client.Credentials = New-Object
System.Net.NetworkCredential($creds.userName,$creds.userPWD);$uri = New-Object
System.Uri($creds.publishUrl + "/InRulelLicense.xml");$client.UploadFile($uri,
"$pwd\InRuleLicense.xml");

$client = New-Object System.Net.WebClient;$client.Credentials = New-Object
System.Net.NetworkCredential($creds.userName, $creds.userPWD);$uri = New-Object
System.Uri($creds.publishUrl + "/InRulelLicense.xml");$client.UploadFile($uri,
"LICENSE_FILE_ABSOLUTE_PATH")
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3.3.4 InRule for Salesforce App

At this point, all the Azure requirements are met. The execution service should be listening for incoming
communication from Salesforce. We must now setup the InRule for Salesforce App, which is done with a

managed Salesforce package.

1: Install from AppExchange:

InRule for Salesforce can be installed from the Salesforce AppExchange marketplace. You can either
search for ‘InRule for Salesforce’ or go directly to the listing here:
https://appexchange.salesforce.com/appxListingDetail ?listingld=aON3A00000FMd5cUAD When you get

to the listing page, you'll need to select ‘Get It Now’ and choose the org you want to install the package in.

< SEARCH RESULTS | ALL APPS
InRule® for Salesforce

1 of 6 : Using the Managed Lightning Component
for Automation

By InRule

Get It Now

RATING LISTED ON
(0) 9/25/2020

LATEST RELEASE
9/10/2020

Watch Demo

Automate Business Decisions and
Rules Without Code

InRule for Salesforce is the leading
enterprise-grade decision platform that
provides the ability to create and
automate complex business decisions in
Salesforce. InRule can be used for lead
routing, claims adjudication, loan
eligibility, and much more.
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Where do you want to install this package?

Install in a Production Environment

Install this package in the org where you or your users work, including Developer Edition orgs.

* Connected Salesforce Accounts

sfgal@inrule.com
Don't see your account? Maore Info

Install in Production

Install in a Sandbox

Test this package in a copy of a production org.

Install in Sandbox

Once you've selected an org and logged in, you’ll see a screen prompting you to install the package.
Select ‘Install for all users’ and hit ok. Installing this package installs all the components required for
integrating with InRule, including a configuration app, Apex classes, and custom settings and objects.
Once the installation is complete, you will need to configure the connection to the execution service.

2: Navigate to the InRule for Salesforce App

In Lightning view, select the Salesforce App Launcher button in the top right of the home screen and
select “View All”

I .
e etup Home Cbject Manager v

Q, Search apps and items... L
a

Apps

W

™1 secrvice

Marketing

Community

U Salesforce Chatter

D Content

n Sales Console

F o T

El Service Console

View Al
>

Select the InRule App
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App Launcher fearch apps or items. .

v All Apps

Service
. n Marketing
M: ¢ th it tact: d 3 - .
anage customer service with accounts, contacts, cases, an: 3 T s B e S R D

more

Salesforce Chatter
The Salesforce Chatter social network, including profiles and
feeds

Content

[

Salesforce CRM Content

Service Console Sales
(Lightning Experience) Lets support agents work with multiple m Manage your sales process with accounts, leads, opportunities,
records across customer service channels on one screen and more
Bolt Solutions
- 28 InRule
ai;::;r and manage business solutions designed for your 2 m Easily manage decisions and business rules without code

This app provides useful information on how to get started using InRule for Salesforce, as well as quick
links to important configuration pages and logging.

3: Configure the InRule App

Named Credential

Next, we need to create a Named Credential in Salesforce. This will be used by the Apex code to make
secure HTTP request to the Rule Execution Service.

In the InRule App, select the “Configuration” tab

sss |nRule Getting Started  Configuration  Running Rules  InRule Logs

Configuring the Rule Services Package

Under the “Named Credentials” header, click the link the “Edit Named Credentials” link

Named Credentials

First create a Named Credential in Salesforce. This will be used by the DecisionClient deployed as part of the Salesforce application to make secure HTTP requests to the Rule Execution Service
Navigate to Setup — Security Controls — Named Credentials — New Named Credential. You can click here as a shortcut to get there:JEdit Named Credentials

Press the “New Named Credential” button
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Named Credentials
Anamed credential specifies a callout endpoint and its required authentication parameters. When setting up callouts. avoid setting authentication parameters for each callout by referencing named credentials.

View: Creste New View

I New Named Credential I

_.| Named Credential Edit: InRule Rule Execution Service

all
Specify the callout endpoint's URL and the authentication settings that are required for Salesforce to make callouts

Save | | Cancel

Label [InRule Rule Execution Sefc

w

Name || InRule_Rule_Executio n_Ser|

l URL | hitps://sampleservice.azurewebsites.net
i

it * Authentication

Certificate | |CM

Identity Type | Named Principal ¥

Authentication Protocol | Password Authentication v |

Usemame | BasicUserName |

Password II........ (&)
‘v Callout Options
Generate Authorization (o]
Header o

Allow Merge Fields in m
HTTP Header o

Allow Merge Fields in ]
HTTP Body o

Save | | Cancel

Configuration

Form Fields

Label This should be set to InRule Rule Execution Service. This value is not required to
match exactly, but if you choose something else, make sure to replace the
autogenerated Name with the correct one

Name This value must be set to InRule_Rule_Execution_Service. The name field is
how the Named Credential is retrieved in the Apex code, so this needs to match
exactly

URL URL for the rule service in Azure. This can be found in the Azure portal in the
overview section for the app service created earlier. For example,
https://sampleservice.azurewebsites.net

Identity Type Named Principal

Authentication Password Authentication

Protocol
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Username Username for accessing the rule service. This should be the same value chosen
earlier for the ‘ruleServiceUsername’ parameter when setting up the service in
Azure

Password Password for accessing the rule service. This should be the same value chosen
earlier for the ‘ruleServicePassword’ parameter when setting up the service in
Azure

Callout Options Make sure ‘Generate Authorization Header’ is checked

Custom Setting

Once you have set up the Named Credential, navigate back to the InRule App and return to the
configuration tab. Under the “Custom Settings” header, click the “Custom Settings” shortcut link to
configure your default rule app name and logging level.

Custom Settings

Once you've set up the Named Credential, navigate to the Custom Setting installed by the package at Setup — Develop — Custom Settings — InRule — Manage — Edit. You can click below
as a shortcut to that location:

Click on the InRule label

Custom Settings b o i Page @

Use custom seftings to create and manage custom data at the organization, profile, and user levels. Custom seftings data s stored in the application cache. This means you can access it efficiently, without the cost of repeated queries. Custom settings data can be used by formula fields
Visualforce, Apex, and the Web Services AP

GetUsage.
View: [AI V] Cresten

Action Label + Visibility Settings Type Namespace Prefix Description Record Size Number of Records Total Size

Click “Manage”

Custom Setting Definition

InRule

Create the fields for your custom setting. The data in these fields are cached with the application.

Custom Setting Definition Detail Manage
Label

InRule Object Name  InRule_Settings
APIName inrule__InRule_Setfings__c Setting Type Hierarchy
Visibility  Public Description
Namespace Prefix  inrule Created Date  5/4/2020, 10:26 AM
Last Modified Date  5/4/2020, 10:26 AM Record Size 201

Click “New”

Custom Setting

InRule

I the custom setting is a list, click New fo add a new set of data. For example, if your application had a seifing for couniry codes. each set might include the couniry's name and dialing code.

Ifthe custom setting is a hierarchy, you can add data for the user, profile, or organization level. For example, you may want different values to display depending on whether a specific user is running the app, a specific profile, or just a general user

New \
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InRule Edit

Provide values for the fields you created. This data is cached with the application.

Edit InRule Save | | Cancel

InRule Information

Location

Log Level IU

HulehnpHasse |Sa|esfnrceF‘.uIes

Configuration

Form Fields

Rule App Name The name of the rule app that will be loaded by the Rule Execution Service when
running rules

Logging Level An integer that denotes the amount of information to log after rule execution

completes. This is a default value that will be used by all invocations of the
DecisionClient, but can be overridden in the calling script. Results are written to
the InRule_Log__ c object. Values can be 0, 1, 2, or 3:

e (0 -—disable all logging

e 1 -Logs errors and a minimal amount of information on successful
requests

e 2 - Logs errors, request information, rule engine notifications, and
rule engine validations

e 3 -Logs the same information as 2, but also includes JSON from the
HTTP request and response payloads

Once configured, press Save.

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 26 of 85
CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent.



InRule for Salesforce Deployment Guide |inru |e

4: Verify a successful deployment

Now that all of our resources are properly deployed and configured, we can test to ensure they’re all
working as they should be. Navigate back to the InRule App and then the Configuration tab once again.
Under the Named Credential Header, find the “Test Connectivity” button and press it. This button will
make a mock request out to your Rule Execution Service to verify that the InRule App and all related
Azure resources are deployed and configured properly.

Named Credentials

First create a Named Credential in Salesforce. This will be used by the Decisio
Navigate to Setup — Security Controls — Named Credentials — New Named

The newly created Named Credential should be configured with the following

e Label: This should be set to “InRule Rule Execution Service”. This value is
with the correct one

* Name: This value must be set to “InRule_Rule_Execution_Service”. Ther

e *URL: This setting contains the base URL for the rule service in Azure. For
created earlier. For example, https://sampleservice.azurewebsites.net

e Identity Type: Named Principal
» Authentication Protocol: Password Authentication

® *Username: The username used for accessing the rule service. For self-rr
setting up the service in Azure

*Password: The password for accessing the rule service. For self-manage
up the service in Azure

* Callout Options: Make sure ‘Generate Authorization Header' is checked

* Note: Items marked with an asterisk will have their values provided by InRul

Once you've configured the Named Credential, click below to test the connet

Test Connectivity

If successful, you should get 3 green notifications like below:

InRule

Test Rule Catalog Connection: Sucess

InRule

Test Execution Sermvice to SalesForce Connection: Sucess

InRule

Test Execution Service Connection: Success
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5: Add the Run Rules button

As a part of the deployment of the InRule for Salesforce App, a new “Run Rules” Lightning component
has been installed. To add and configure this component to an entity or entities, you can follow the steps
below. This example uses the Account entity, but this process should work for any entity, default or
custom.

Alternatively, a sample Run Rules JavaScript button has now been installed for the account and contact
entities in the Classic (non-Lightning) Ul. For guidance on how to add a Run Rules button in the Classic
UI, refer to Appendix E: Methods for Executing Rules from Salesforce.

To begin, navigate to the entity you wish to add the button to. Note that you will have to add the button to
each entity individually.

Once on the desired entity page, find the settings icon in the top right corner and select Edit Page.

*@2 e @®

s

- $ Setup

Developer Consale

Edit Page

Edit Object
|

On the left-hand side of the page in the Lightning Components section scroll to the bottom of the page
until you find the InRule_RunRules in the Custom-Managed Section

w Custom (0)

Mo components available.

v Custom - Managed (1)

InRule_RunRules
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Note: If you have not setup your Saleforce domain, you will see this message in the Custom-Managed
Section.

~ Custom (0}

Deploy My Domain to see custom
compaonents here.

Simply follow the link to setup your domain. Once it has been set and you have logged in with the new
domain come back to edit page and you should now see the InRule_RunRules Lightning Component.

Drag the InRule_RunRules Lightning component to the desired location on the page view. Once you
have placed the component, click on it and a menu bar on the right will appear with two available
configuration values.

Page > InRule_RunRules

Rule Application Name - leave blank to use the
default configured rule application

RuleSet Mamels) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

The first configuration field, Rule Application Name, allows you to define a Rule Application to use for this
specific lightning component. Placing a value in this field will override the Rule Application you have
defined in your Custom Setting as the default. Leave this field blank to use the default configured Rule
Application.

The “RuleSet Name(s)” field accepts a comma delimited list of RuleSet names. Adding multiple rule sets
here will create multiple Run Rules buttons for each defined RuleSet on the page. Leaving this field blank
will leave only the singular “Run Rules” button, and this button will execute the Default RuleSet for the
given entity. The Default RuleSet is defined as the entity’s name + “DefaultRules.” For example, if you are
adding the Lightning component to the Account entity, the RuleSet name it will default to if this field is left
blank is “AccountDefaultRules.”

If no RuleSets are defined, it will create 1 button that uses the default RuleSet for the entity:
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+ Follow Edit MNew Contact MNew Case - . o .
RuleSet Name(s) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules
v Set Component Visibility

&
InRule Filters
&

If one RuleSet is defined, will create 1 button that will use that defined RuleSet:

RuleSet Mamels) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

Rulel

v Set Component Visibility

InRule Filters

If 2+ RuleSets are defined, will create a button per RuleSet that will use the defined RuleSets.

+ Follow Edit New Contact Mew Case - . o .
RuleSet Namels) - comma-delimited list or

leave blank to derive RuleSet as
(entityName)DefaultRules

Rulel, Rule2

v Set Component Visibility

P _
: + o .

i InRule Filters

|

| .

|

E °

Once you have configured your RuleSets, click save in the top right corner. It will prompt you to activate
this page to make it visible to your users, click activate.
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Page Saved

Activate this page to make it visible to your users.

Activate the page now, or do it later using the Activation button in the
App Builder toolbar.

Don't show me this message again Mot Yet

Salesforce will now ask for the scope to activate the record page. Select the desired scope and click
Assign and then save on the subsequent prompt.

Activation: Account Record Page

Custom record pages can be assigned at different levels:
@ The org default record page displays for an object unless more specific assignments are made.
n App default page assignment, if specified, overrides the org default.
App, record type, profile assignments override org and app defaults.

Learn more about Lightning page assignment.

ORG DEFAULT APP DEFAULT APP, RECORD TYPE, AND PROFILE

Set this page as the org default to display it for all Account records, except when app default or app, record type, or profile-specific assignments are
defined.

© 1n standard Salesforce console apps, some objects have a system app default record page. For those objects, if you assign a custom org
default page, it doesn't display to users. To enable a custom org default page to show up in the console for those objects, assign a custom
page as the app default. Check your assignments.

Assign as Org Default

Navigate back to the main entity page and the component should appear.

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 31 of 85
CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent.



InRule for Salesforce Deployment Guide

|inru|e

. Al arch Salestor (%]~ 2Ga ™
::E Sales Home Opportunities v Lleads w Tasks v Files v Accounts v Contacts v Campaigns v Dashboards »  Reports v  Chatter Groups w  Calendar v People v Cases v  Forecasts ra
Account
5. oo t oo | emcoet | Memces | temiee | v
Type Phone ‘Website Account Sie Industry
Related Details News InRule
We found no potential duplicates of this account.
Activity Chatter
] contacts (0) New
NewTask logaCall NewEvent  Email
Opportunities (0) New
Create a task Add
Cases (0) New
Filters: All time - All activities - Alltypes ¥
Refresh Expand All
[ Notes & Attachments (0) Upload Files
Next Steps

2, Upload Files

O drop flles

Ha next steps. To get things moving, add a task or set up a mesting

Past Activities

Mo past activity. Past meetings and tasks marked as done snow up here.

-

Appendix A: Additional Resources

Having trouble? Relax! InRule offers many additional resources to help you get InRule correctly

integrated with Salesforce.

InRule’s Support Website

InRule’s support website can be found at http://support.inrule.com. If you do not already have a login for
our support site, the client administrator at your company has the ability to create an account for you. If
you are unsure of who your client administrator is, please email support@inrule.com.

The InRule Support Website has three different areas that readers should be aware of:

1. Downloads
2. Documentation
3. Forums

The Premies .NET Solution for

inrule

TECHNOLOGY

Authoring, Managing and Executing Business Rules

( Click Here to Get Help )

InRule Portal

Logged in as:
Matt Christenson

(mchristanson@inrula.com)
InRulian r
Nrule

Accass Expires On Techy
Never

Otogy

Poctal Home
Get Help
Downioad inRule

o Download InRule How-To Videos m

0

FIE

Documentation

Relegge History

Upkoad File

Manags Users.

View All Accounts (inRulans)
Edit Your Profile

Vigw Licensing Into

View Accepled Agreements

o

Marnterance and Supoed Terms L

o ETTE PRI
Farums.

extensionexchange

b of

L

o

Logowt
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The Downloads section

The download section of the Support Website contains numerous resources that will likely be of interest
to you:

InRule Installer®

Filed under the ‘InRule’ section of the downloads page, the InRule installer package will launch a
graphical user interface that will walk the user through installing many of InRule’s offerings. These
offerings include both irAuthor which is used to edit Rule Applications, and irX for the Salesforce
Platform, which is an extension to irAuthor that allows synchronizing schema between Rule
Applications and Salesforce.

*|t is recommended that the reader of this document has established a Rule Authoring Environment
by installing both irAuthor and irX for the Salesforce Platform before attempting to deploy InRule for
Salesforce.

irX for the Salesforce Platform Help Documentation

Filed under the ‘InRule for Salesforce’ section of the downloads page. This document discusses
how to utilize the irX for the Salesforce Platform irAuthor extension to connect to Salesforce in a
rule-authoring environment to synchronize rule application schema objects against Salesforce
entities and to test Rule Applications directly against data coming from the Salesforce environment.

InRule for Salesforce Deployment Guide

This is the guide that you are reading now. The intention of this guide is to give a complete
reference for those wanting to get the Platform up and going as quickly as possible without
deviating from what we consider to be the most common deployment scenario.

This is a fantastic place to start if you already have some familiarity with irX for the Salesforce
Platform and are ready to deploy InRule for Salesforce as a runtime companion.
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InRule for Salesforce

This downloadable archive contains all of the following located off of the root:

e Rule Applications \ SalesforceRules.ruleapp: This Rule App is intended to be used both
to test a basic deployment of the Platform, but also to serve as a starting point for authoring
further rules against your Salesforce environment.

e Rule Execution Azure Service: This folder contains the app service package and
configuration files that will be needed to deploy the Rule Execution App Service to Azure as
discussed elsewhere in this document.

e RuleHelper Deployment: This folder contains the .NET assemblies necessary to utilize the
Rule Helper library to dynamically query Salesforce for information during the execution of
rules. RuleHelper is included with the Rule Execution Service, but also made available here
for deploying to irAuthor's EndPointAssemblies folder. For more information about using the
RuleHelper, please refer to Appendix D: Accessing Salesforce Directly from Rule Helper

e ReadMe.txt: This file contains some information about this Platform, including historic
release notes, product version information, and license information.

Catalog App Service — Azure Package and Config File

Found in the ‘InRule for Microsoft Azure’ section of the downloads page, this archive contains both
the app service package and app service configuration files that you will need to perform an Azure
based installation of irCatalog.

Catalog App Service — Install Documentation

This document will discuss how to install InRule’s irCatalog in Microsoft Azure using a PaaS model.
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The Documents section

The documents section of the Support Website contains additional documentation about how the various
components of InRule operate.

Although the documents section does not contain documentation that discusses integration with
Salesforce (that documentation can be found in the downloads section), it does contain the following
three areas of interest:

1. Online Authoring Help: This document discusses anything you would need to know about how to
author Rule Applications. The majority of this document applies to utilization of irAuthor, InRule’s
custom graphical authoring product.

2. Online SDK Help: InRule exposes an extensive .NET based API. This document discusses the
use of the full SDK for use by software developers that would like to integrate with InRule.

3. Miscellaneous documentation section: Here you will find a variety of special interest documents,
such as an installation guide, an implementation guide, and a guide that focusses on InRule’s
UDF language, irScript.
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Online User Forums

Numerous internal resources at InRule monitor InRule Forums. This is the first place to go if you want to
benefit directly from the helpful and knowledgeable people
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InRule’s Support Team

The support team at InRule is available to help with any product support
needs, troubleshooting suspected product bugs, resolving any licensing
issues, and free tele-hugs.

The best way to reach Support is through a detailed email sent to
support@inrule.com.

You can also reach our support team by calling +1 (312) 648-1800.

InRule’s ROAD Team

ROAD Services agreements can be used to engage with ROAD, InRule’s
professional services team.

ROAD can provide your organization with specialized consulting and
tailored Architecture and Authoring Guidance.

ROAD can assist with less common installation requirements, such as
deployment to third party cloud providers or integration with custom
software.

ROAD can be contacted by emailing ROADServices@InRule.com

InRule Training Services

InRule offers the following interactive training services:

¢ Onsite and Remote attendance courses

e Hands-On multi-day courses with interactive labs

e Virtual Express training courses delivered online for rapid knowledge
transfer

If you are interested in scheduling training services, please contact us at Training@InRule.com.
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Appendix B: Anatomy of a Request for Execution of Rules Diagram

The steps below help to give a top-level understanding of how InRule is integrated with Salesforce.
Please note these steps are a simplification that does not cover topics like caching, iterations, and
multiple environments. It serves to show how the request moves through different Azure resources.

1. The DecisionClient in Salesforce is called by a button or event. This generates a call to the Rule
Execution App Service.

2. The Rule Execution App Service makes a request to the Catalog Service, asking for a copy of the
requested RuleApp.

The Catalog Service Queries its SQL Server based database for a copy of the requested RuleApp.
The SQL Server responds with the RuleApp.
The catalog service responds to the Rule Execution App Service with the RuleApp.

The RuleApp executes inside the Rule Execution App Service.

N o o &~ W

Optionally, the RuleApp has an opportunity to query Salesforce for additional data needed to execute
rules.

©

The RuleApp completed execution

9. The Rule Execution App Service relays the response to Salesforce, where the InRule for Salesforce
App synchronizes changes
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Appendix C: irX General Integration Concepts

Runtime Mapping across Nested Relationships

Much like Salesforce, the InRule rule engine offers strong support for hierarchical and relational data.
Within a given Rule Application, data can be considered across parent-child relationships within a single
rule request. These relationships can take the form of Collections (1 - * relationships) or 1 — 1
relationships.

Note: When N:N relationships are imported into InRule, they behave as 1:N Collection
relationships within the Rule Application.

In addition to the abilities of both products to handle relational data, both products also offer the ability to
declaratively configure “Entities” and “Fields”. Both products also allow for different strongly-typed Entities
and Fields to be accessed with loosely-typed SDK interfaces. Because of these inherent similarities and
flexible interfaces, it is possible to build a reusable mapping component that can convert any given graph
of loosely-typed Salesforce Entities to InRule Entities, and vice versa.

Controlling irVerify Behavior with Load, Save and Inactive Record
Settings

When working with an Entity Schema composed of many related Salesforce Entities, it is often useful to
have explicit control over which relationships are either automatically loaded or automatically considered

in change detection for persistence. If a relationship is skipped during the initial load routines, then it is
available to be conditionally populated later using rules.

In the irX rule authoring ribbon, there are two buttons that give the rule author the control to denote if a
relationship should be automatically loaded or saved excluded.

HOME CATALOG DYNAMICS SALESFORCE DEVELOPER

% c:‘: o Auto Load j j j % 9

g Auto Save
Manage Disconnect Test Regression Update Configure License Help
ltem Test Regression Test Information
Schema [tem Testing Environments Help

@ Note: Automatic loading and saving is enabled by default for all relationships that are

imported from Salesforce. The rule author can opt-out of these automatic behaviors by
unselecting “Auto Load” or “Auto Save”. When these buttons are selected, metadata
attributes are written into the Rule Application for the given relationship. These metadata
attributes are used by the irVerify data loader when recursively loading data or detecting
changes for persistence.

@ Important: If loading or saving is disabled for a given relationship, then it is also disabled for
all Entities that are children of that relationship.
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Appendix D: Accessing Salesforce Directly from Rule Helper

In the default Rule Execution setup, all relationships between Entity types must be established before
these entities can be used by the rule app. This behavior is intuitive, but it is not ideal for all business
problems. InRule for Salesforce provides a ‘Rule Helper assembly that can be used directly in a rule app
and allows rules to load, compare, and assign data that is not related in Salesforce before rules are
executed.

When to use the Query from Rules Approach

The query from rules approach adds value for the following business problems:

e The rules need to reference “lookup” information that may be in a list or set of Entities that are not
specifically related to the current Entity hierarchy

e The purpose of rules is to create new relationships between Entity instances that already exist in
Salesforce

e The rules need to compare many combinations of unrelated Salesforce Entities and produce
results about best possible matches or scores

e A custom filter is required when loading data for 1:N or N:N relationships

Working with Disconnected Fields when Loading and Saving Data

One of the most important integration concepts when loading Salesforce data from rules is the notion of
“Disconnected” Fields and Fields that have “Auto Load” and “Auto Save” disabled.

irX allows the rule author to explicitly control the “Auto Load” and “Auto Save” behaviors of Fields that are
connected to Salesforce.

The example below shows a Collection named CandidateProducts. Since the Collection is not marked
with a blue triangle, it is not considered to be attached to Salesforce.

Entities
ok Add Entity 35— Collapse All -

4 5] Contact
g Account
3 Firsthame
o Lasthame
o PreferredTime
FamilyMembers
CandidateProducts

D FamilyMember

D Product

DAccount
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Important: Although Entity Fields and Collections may be “Disconnected” from Salesforce,
the types contained by the Collections can be set to types that were imported from
Salesforce.

Note: If a Field is added to the schema using irAuthor, then it will be disconnected from
Salesforce. If a Field has been imported from Salesforce using irX, then it can be
disconnected from Salesforce by clicking the “Disconnect ltem” button in the irX ribbon.

Manage

Schema

HOME CATALOG JAVASCRIPT DYMNAMICS SALESFORCE DEVELOFER
Auto Load == nlln o
@ v v v
g Auto Save
Test Regression Update Configure License Help
Test Regression Test Information
em Testing Environments Help

o

Important: Two additional settings appear in the irX ribbon that offer additional control over
automatic loading and saving behaviors for Fields that remain connected to Salesforce. In the
example below, both buttons are “lit up”, which denotes that the settings are enabled. By
default, automatic loading and saving is enabled for all Fields that are connected to
Salesforce.

Manage

Schema

HOME CATALOHG JAVASCRIFT DYMAMICS SALESFORCE
Auto Load fj == o o
& v v v E
Test Regression Update Configure
Test Regression Test

Testing

Environments

DEVELOPER

2

License Help

Information

Help
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Integrating the Rule Helper Component

InRule provides a sample rule application (SalesforceRules) that is already configured for RuleHelper
usage. You can simply edit this rule app, or, if you wish to integrate the Rule Helper into an existing rule
app, you can copy both the UDF Library “RuleHelper” and End Point ‘SalesforceHelper” from the
SalesforceRules rule to another rule application.

If you wish to manually create the UDF Library and End Point in irAuthor, follow the steps below.

1. Create a new rule app using the irX add-in for irAuthor.

2. Create a new “.NET Assembly Function Library” end point and bind the end point to the
InRule.Salesforce.RuleHelper.dll assembly. Select the SalesforceDriver class and then select the
methods that should be callable from rules. Edit the name of the end point to “SalesforceLib” or
similar. Select the methods from the SalesforceDriver that are needed for the Rule Application.
You do not need to select all the methods—only import the methods that will actually get used by
rules. Additional methods can always be imported later be revisiting the endpoint screen and
reloading the assembly.

End Points
+ Add- 4] ol Salesforcelib
o Salesforcelib .NET Assembly Function Library
Assembly: InRuleSalesforce RuleHelper Reload
Classes
Filter: |
Show all: Classes Methods
Include  Full Name Alias Use Intrinsic
[]  InRule.Salesforce.RuleHelper. Environment.SalesforceConnector SalesforceConnector
]  InRule.Salesforce.RuleHelper.Environment.SettingsManager SettingsManager
[]  InRule.Salesforce.RuleHelper.OrderByClauseBuilder OrderByClauseBuilder
InRule.Salesforce.RuleHelper.5alesforceDriver SalesforceDriver
ﬁ Rule Flows O InRule.Salesforce.RuleHelper WhereClauseBuilder WhereClauseBuilder
o Rules (<) Class methods
;E Veocabulary Include Mame Type Static  Parameters
I:I Entities [1 Equals System.Boolean Object obj
[ GetHashCode System.Int32
User Defined Functions O Getfype System.Type
Data [} LoadMappedChildCollection System.Void v IRuleExecutionContext context, Ent
E End Points [ LoadMappedChildCollection System.Void v IRuleExecutionCentext context, Ent
[  LoadMappedChildEntity System.Void o IRuleExecutionContext context, Eni
l'_‘lgr'_'l Schemas

T @ Description Notes = Attributes

3. Add a User Defined Function library and set the name to “SalesforceHelpers” or similar. This
library will contain functions that the rules will call to query Salesforce.

4. Add a User Defined Function to the new library. The example below shows a UDF that will be
used to execute the QueryCollection method on the SalesforceDriver. Fill out the UDF with script
that will call a method on the SalesforceDriver.

Note: The methods on the SalesforceDriver are designed to be reused for more than one
Entity type, Field, or set of Fields. The name of the Target Field or Collection should be
supplied as a string. When querying a Collection of results, an optional “where” clause can be
provided that will be forwarded to calls against the Salesforce SDK. In addition, an “order by”
clause can be provided to return sorted results.
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Q Important: This integration pattern relies on the “Context” object that is available from
irScript. The Context object returns information based on the context under which a given
UDF is executed. For example, when executing an Entity Rule Set, the Context.Entity returns
a reference to the Entity against which the current Rule Set is executing. The Context and its
child properties are passed to the SalesforceDriver so it has enough information to form calls
to Salesforce and map responses back to the InRule Rule Session.

@ Note: The Context.FunctionLibraries property can be used to create calls to the .NET

assembly library methods, such as the methods imported in Step 5 above. The following
script example demonstrates how to use the Context object in irScript to form a call to a static
.NET method:

Context.FunctionLibraries.SalesforceDriver.QueryCollection (Context,
Context.Entity, collectionName, filter, orderBy, connectionString);

5. Rules can now be authored to execute methods on the SalesforceDriver. These methods can be
used to load Collections, single Entities, or single Fields from Salesforce Salesforce based on
conditional logic within rules.

Rules

Add Rule Set + 1= Collapse All - LoadContacts
4 Account Language Rule

4 |5] LoadCrmData

Independent Rule Sets this Account), """, [values], OrderBy = ")

Enabled

[ | LoadContacts RuleHelper.QueryCollection(CollectionName = "Contacts’, Filter = concatenate "Accountld =, RuleHelperGetAccountld(account =

Q Important: The Target Collection in the sample rule is called “FamilyMembers”. This is a
Field that either does not exist in Salesforce (only for use in rules), or has been imported and
then “disconnected” from Salesforce using the “Disconnect Field” button, or has “Auto Load”
disabled.

@ Note: Please see the following sections for more details on the creating the “filter” clauses
similar to the one used this example.

Filtering Queries using the Where Clause Builder

When loading data from Salesforce during rule execution, it is critical that the rule author is able to author
logic to specify which Entity data to load. Using the RuleHelper, this is accomplished by allowing the rule
author to pass in a “filter” or “where” clause into the calls against the SalesforceDriver class.

During execution of the SalesforceDriver, the filter clause is parsed into an Abstract Syntax Tree (AST)
and then translated into SOQL (Salesforce Object Query Language) so it can be executed against the
Salesforce data. The filter clause is based on the InRule function syntax format.

Q Note: The InRule function syntax format is used for the following reasons:

o The syntax rule format is consistent with the rule authoring experience used
throughout irAuthor

o This format can make good use of the InRule AST parser that is included as part of
irSDK

The diagram below depicts the logical flow of steps used by the SalesforceDriver and WhereClause
builder classes to query data from rules.

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 45 of 85

CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent.




InRule for Salesforce Deployment Guide | nru I e

Rule Engine m

Running -~
Parse Filt \
Rules... ree riiter Translate AST A (%
7 (Where) Clause to to SOQL Execute SOQL
— — 1 AST using ; uery usi
Initiate queries . expreassion query using Salesforce.com
. . InRule.Repository expression )
with optional +h APl Service
filters vl > wi
v ™~ |Populate RuleSession| Salesforce API
Continue "~ with InRule Entities
Running using EntityMapper
Rules...

The diagram and notes below contain some additional information about forming the filter clause in a rule:

Simple type values as

Comparison operators -
literals or passed from

(= =, I+, etc)

\ / field values \

Birthday = #10/4/2002 6:00 AM# and PreferredTime = 1

<

Salesforce Friendly Condition operators
Names (and/or)

o All the Field names that are used are the Salesforce friendly names (Salesforce Field Label) that
are used in the Rule Application. These names are mapped back to the Salesforce Field names
in the parser.

e String literals should be wrapped in single quotes, date literals should be wrapped in pound signs.

e Simple operators are supported to compare values, such as =, I=, >, < (ex. Age > 21, Name !=
‘Ralph’).

e Multiple conditions can be chained together using ‘and’ and ‘or’ keywords.

e The following keywords and operators are supported by the InRule AST parser and expression
tree translation code: =, <>, =, +, -, *, /, or, and, xor, >, >=, <, <=,

Ordering Query Results with the OrderByClauseBuilder

The SalesforceDriver class also supports the ability to control the order of the results returned from
Salesforce by passing in an optional “order by” clause. The order by clause can accept only a single Field
name, which should be the name of the Field in the Rule Application. The results are always sorted in
ascending order, unless the Field name is followed by the “desc” syntax. Please see the examples below:

To sort ascending, pass the Field name to use in the sort:
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Rules
4 Add Rule Set ~ B= Collapse All -

4 Account
4 [5] LoadCrmData
[F"] LoadContacts
Independent Rule Sets

LoadContacts Enabled

Language Rule

RuleHelper.QueryCollection{CpllectionName

this Account), "'", [values],JOrderBy = "FullName")

acts”, Filter = concatenate "Accountid = ", RuleHelperGetAccountld(account =

To sort descending, pass the Field name to use in the sort followed by the “desc” keyword:

Rules
& Add Rule Set + B Collapse All -

4 Account
4[5 LoadCrmData
LoadContacts
Independent Rule Sets

LoadContacts Enabled

Language Rule
RuleHelper.QueryCollection(CollectionName = "Contacts", Filter = concatenate "Accountld =", RuleHelper.GetAccountld(account =
this Account), """, [values] JOrderBy = "FullName DESC")

Note: The “order by” clauses generally contain much simpler expressions than “where”
clauses. However, InRule syntax rules format is used for the order by clause to be consistent
with the where clause approach.
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Methods Available in the Rule Helper

The following table lists the public, static methods that are available in the SalesforceDriver

Method Name

Description

LoadMappedChildCollection

Populates a child Entity Collection based on an existing 1:N
relationship in Salesforce. The Collection is populated based on
existing parent-child relationship data in Salesforce.

LoadMappedChildEntity

Populates a child Entity Field based on an existing 1:1 relationship in
Salesforce. The Field is populated based on existing parent-child
relationship data in Salesforce.

QueryCollection

Populates an Entity Collection with a set of a given Entity type. An
optional filter clause (where clause) can be used to define selection
criteria for the Entity set. The Collection does not need to correspond
to a 1:N relationship in Salesforce.

QueryEntity

Populates an Entity Field or variable based on a query to Salesforce.
An optional filter clause (where clause) can be used to define
selection criteria for the Entity. The Field does not need to correspond
to a 1:1 relationship in Salesforce. If more than one Entity is returned
from the query to Salesforce, then the first Entity in the set is used.

QueryField

Populates a primitive Field or variable based on a query to Salesforce.
An optional filter clause (where clause) can be used to define
selection criteria for the Entity. If more than one Entity is returned from
the query to Salesforce, then the Field value from the first Entity in the
matching set is used.

Additional Flags Available to Control Loading and Caching Behaviors

in the Rule Helper

During a given query operation, there may be advanced use cases that require specific control over
loading or reloading data from Salesforce. The optional overloads of the QueryEntity and QueryCollection
methods expose a set of optional Boolean flags that help control caching and depth of loading behaviors.
The table below list these parameters:

Parameter Name

Description

loadChildren Denotes if the execution service should recurse the Entity graph and
load all children. If false, no children are loaded below the Collection
Members that are loaded. The default value is true.

useCaching Denotes if previously loaded Dynamics Entities should be reused from

the InRule entity cache, or if new entity instances should be created. If
false, the original entity data will be requested from Dynamics, and a
copy of the Entity is created. The Instance ID is not set to the GUID of
the Dynamics Entity, which will also prevent changes to this entity from
being written back to Dynamics. This functionality can, for example, be
used to load the original values for an entity persisted in Dynamics
when rules are run on update and compare the original and updated
values. The default value is true.

overwriteIfLoaded

Denotes if a previously loaded Salesforce Entity should be repopulated
with the latest values in Salesforce. This behavior will overwrite Field
values stored in the cache. The default value is false.

Note: The default values should always be used for the cache settings unless there is a
specific use case that requires different behaviors.
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Appendix E: Methods for Executing Rules from Salesforce

Once the Salesforce components are installed, end-to-end connectivity can be tested by adding a call into
a Page Layout. Many possible approaches can be applied to call the DecisionClient Apex class—five
approaches are documented here, adding a button to the Lightning interface, adding a JavaScript button

to the Classic Ul, executing rules from Apex, executing rules from triggers, and executing rules from
Lightning Flow.

1 Adding a Lightning Button

Navigate to the entity you wish to add the button to, note that you will have to add the button to each
entity individually.

Once on the desired entity page find the settings icon in the top right corner and select Edit Page.
x- @2 2@

- $ Setup o

Developer Console

Edit Page

Edit Object Edit Page

On the left-hand side of the page in the Lightning Components section scroll to the bottom of the page
until you find the InRule_RunRules in the Custom-Managed Section

v Custom (0)

Mo components available.

v Custom - Managed (1)

InRule_RunRules

If you have not setup your Saleforce domain, you will see this message in the Custom-Managed Section.

v Custom (0)

Deploy My Domain to see custom
components here.
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Simply follow the link to setup your domain. Once it has been set and you have logged in with the new
domain come back to edit page and you should now see the InRule_RunRules Lightning Component.

Drag the window to the desired location on the page view. Once you have placed the component, click
on it and a menu bar on the right will appear with two available configuration values.

Page > InRule_RunRules

Rule Application Name - leave blank to use the
default configured rule application

RuleSet Mamel(s) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

The first configuration field, Rule Application Name, allows you to define a Rule Application to use for this
specific lightning component. Placing a value in this field will override the Rule Application you have
defined in your Custom Setting as the default. Leave this field blank to use the default configured Rule
Application.

The “RuleSet Name(s)” field accepts a comma delimited list of RuleSet names. Adding multiple rule sets
here will create multiple Run Rules buttons for each defined RuleSet on the page. Leaving this field blank
will leave only the singular “Run Rules” button, and this button will execute the Default RuleSet for the
given entity. The Default RuleSet is defined as the entity’s name + “DefaultRules.” For example, if you are
adding the Lightning component to the Account entity, the RuleSet name it will default to if this field is left
blank is “AccountDefaultRules.”

If no RuleSets are defined, will create 1 button that uses the default RuleSet for the entity:

+ Follow Edit Mew Contact MNew Case - o o .
RuleSet Namel(s) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules
v Set Component Visibility

&
InRule Filters
o

If one RuleSet is defined, will create 1 button that will use that defined RuleSet:
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+ Follow Edit New Contact New Case v

RuleSet Mamels) - comma-delimitad list or
leave blank to derive RuleSet as
(entityName)DefaultRules

Rulel

v Set Component Visibility

InRule Filters

+ Add Filter

Run Rules

If 2+ RuleSets are defined, will create a button per RuleSet that will use the defined RuleSets.

+ Follow Edit MNew Contact New Case v

RuleSet Name(s) - comma-delimited list or
leave blank to derive RuleSet as
(entityName)DefaultRules

Rulel, Rule2

“ Set Component Visibility

InRule Filters

Once you have configured your RuleSets, click save in the top right corner. It will prompt you to activate
this page to make it visible to your users, click activate.

Page Saved

Activate this page to make it visible to your users.

Activate the page now, or do it later using the Activation button in the
App Builder toolbar.

Don't show me this message again Mot Yet
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Salesforce will now ask for the scope to activate the record page. Select the desired scope and click
Assign and then save on the subsequent prompt.

Activation: Account Record Page

Custom record pages can be assigned at different levels:

@ The org default record page displays for an object unless more specific assignments are made.

n App default page assignment, if specified, overrides the org default.
@ App, record type, profile assignments override org and app defaults.

Learn more about Lightning page assignment.

ORG DEFAULT APP DEFAULT APP, RECORD TYPE, AND PROFILE

Set this page as the org default to display it for all Account records, except when app default or app, record type, or profile-specific assignments are
defined.

© 1n standard Salesforce console apps, some objects have a system app default record page. For those objects, if you assign a custom org
default page, it doesn't display to users. To enable a custom org default page to show up in the console for those objects, assign a custom
page as the app default. Check your assignments.

Assign as Org Default

Navigate back to the main entity page and the component should appear.

. PP e —— CIEN - W)

% Sales Home Opportunities v Leads v Tasks v Filss v  Accounts v  Contacts v Campaigns w  Dashboards ~  Reports ~  Chatter Groups w  Calendar v  People ~ Cases v Forecasts 7

+ Follow

NewContact ~ NewCase  NewNote  w

Type Phone ‘Website ‘Account Owner ‘Account She Industry
B st st

Related Details News

We found no potential duplicates of this account.

Activity Chatter
2] contacts (o) New
NewTask logaCall NewEvent  Email
| Opportunities (0) Newr
F— [ |
Cases (0) New
Filters: All time - All activities - All types ¥
Refresh Expand All
[ Notes & Attachments (0) Upload Files
Next Steps
&, Upload Files Mo nest steps To get things moving, ad 2 task or set up a mesting
Ordrop flies Past Activities
N past activity Past mesti 2
-
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2 Adding a Classic UI Button

Classic Ul buttons are not included directly in the InRule for Salesforce app, but we do provide a helper
library and sample code here to make it easier to add a button to a classic form for running rules. This
button will run rules, show notifications, and refresh field changes when clicked.

To add a Classic Ul button, navigate to Setup > Customize or Create, add a new Button. Set the
Behavior to Execute JavaScript and then the Content Source to OnClick JavaScript.

Custom Button or Link Edit Save | |Quick Save| Preview |Cancel

Label | Run Rules

Name |Run_Rules i
Description
#
Display Type - Detail Page Link View example

(s Detail Page Button View example
() List Button View example

Behavior || Execute JavaScript ¥ | View Behavior Options

Contentsosce || OnClick JavaScript ¥ |

Within the script window, copy and paste over the sample Javascript found below:

{!'REQUIRESCRIPT("/soap/ajax/33.0/connection.js")}
{!'REQUIRESCRIPT("/soap/ajax/33.0/apex.js")}

{!'REQUIRESCRIPT('/resource/"' & LEFT(SUBSTITUTE(SUBSTITUTE(SUBSTITUTE(TEXT(NOW())," :","")," -
YY), ', "1),10) & '000/inrule  DecisionClientHelper')}

var config = {
entityId : '{!Account.Id}',

entityType : "Account",
ruleSetName : "AccountDefaultRules"

}s
var response = executeRules(config);

displayNotifications(response);

window.location.reload();

Your script window should now look similar to this:
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{!REQUIRESCRIPT ("/soap/ajax/33.0/connection.js")}
{!REQUIRESCRIPT ("/soap/ajax/33.0/apex.]s") }

{!REQUIRESCRIPT (' /resource/' &

LEFT (SUBSTITUTE (SUBSTITUTE (SUBSTITUTE (TEXT(NOW()),":"',""),"=","")," ', '"),10) &
'000/inrule DecisionClientHelper')}

var config = {
entityTd : '{!Account.Id}',
entityType : "Account",

ruleSetName : "AccountDefaultRules”
T
var response = executeRules (config):

displayNotifications (response);

window.location.reload();

To customize this button for the specific entity type you intend to use this button for, you can alter the
“config” object in the Javascript by editing the values of the properties to match the particulars you want.

The table below includes a list of the properties that can be configured on the “config” object:

Parameter Name Description

entityld The unique Salesforce identifier for the root object in the request. This
follows the naming convention of: “entityName.|d”

objectType The Salesforce object type of the root object in the request

ruleSetName (optional) Optional. The name of an Explicit Rule Set to call as the entry point for

rule execution. If no value is supplied, then the RuleSets configured as
‘Auto’ for that entity will be executed.

loggingLevel (optional, must | Optional. An integer that denotes the amount of information to log after
be manually added to config | rule execution completes. Results are written to the InRule_Log__ ¢
object) object. Values can be 0, 1, 2, or 3:

e (0 -—disable all logging

e 1 -Logs errors and a minimal amount of information on
successful requests

e 2 -—Llogs errors, request information, rule engine
notifications, and rule engine validations

e 3 -Logs the same information as 2, but also includes
JSON from the HTTP request and response payloads

Defining a logging level here will override the logging level universally
defined for the InRule for Salesforce App in the custom object settings
for a specific button.

useEntityPrefix (optional, Optional. If set to true, the DecisionClient will append the entity label to
must be manually added to | the supplied rule set name.

config object)

ruleAppName (optional, Optional. Defining and passing a RuleAppName here allows you to
must be manually added to | override the default Rule App Name defined in your Custom Setting
config object) created during initial configuration for this specific button.

Once your config object has been appropriately configured, simply save your button and add it to the
entity page layout for use. The button will leverage the DecisionClientHelper static resource to handle the
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communication between the Javascript button and the DecisionClient, as well as handling any
notifications returned from the rules.

To verify everything is setup correctly, open up a record for the configured object and click the ‘Run
Rules’ button you added. What will happen next is dependent on your configuring rule set, but if you are
running the included ‘AccountDefaultRules’, you should see the description of the account updated with
the current date and time.

« Back to List: Remote Site Settings

Contacts (0] | Opportunities [0] | Cases[0] | Cpen Activities [0] Activity History (0] | MNotes & Atfachments [0 | Pariners [0]

Account Detail Edit | | Delete| | Include Offline | | Run Rules

Account Owner u User User [Change] Rating
Account Name  Test Account [View Hierarchy] Phone

Parent Account Fax I
Account Number Website
Account Site Ticker Symbol
Type  Account Ownership
Industry Employees
Annual Revenue SIC Code

Billing Address

Shipping Address

Created By  User User, 4292015 2:21 FM
Updated via rules on 4/28/2019 4:21:43 PM

Last Modified By  User User, 4/29/2019 2:21 PM

Description

Edit | | Delete | | Include Offline | | Run Rules

4,',' Contacts HWew Contact| | Merge Contacts

Contacts He

Mo records to display
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3 Executing Rules from Apex

Rule Execution is handled on the Salesforce side by an Apex class installed with the InRule for
Salesforce App called the DecisionClient. The DecisionClient is what accepts the run rules requests from
the Run Rules button and trigger requests to handle sending it along to the Rule Execution Service, but it
also accepts calls from other Apex classes. This section will document how to run rules from your own
Apex classes by calling the DecisionClient, as well as detailing what manner of response it returns.

To run rules from another Apex class, simply invoke the executeRules method in the DecisionClient with
the following call:

inrule.DecisionClient.executeRules(String eventType, String id, String objectType, String
ruleSetName, Boolean useEntityPrefix, String ruleAppName)

The method’s arguments will need to be defined with the following values:

Parameter Name Description

Event Type (String) The event type for invoking rules. This will always be will need to be
either “insert,” “update” or “delete,” depending on what your rule is
doing

entityld (String) The unique Salesforce identifier for the root object in the request. This

is a property available on all Salesforce objects and be accessed with:
“entityName.|d”

objectType (String) The Salesforce object type of the root object in the request. For
example, if running rules against an Account entity, this will need to be
set to a string value of “Account”.

ruleSetName (String) The name of an explicit Rule Set to call as the entry point for rule
execution.
useEntityPrefix (Boolean) If set to true, the DecisionClient will append the entity label to the

supplied rule set name. For example, if you pass in a ruleSetName of
“DefaultRules” and set useEntityPrefix to true, the effective
ruleSetName name would be “AccountDefaultRules”

ruleAppName (String) Optional. Defining and passing a RuleAppName here allows you to
(Optional) override the default Rule App Name defined in your Custom Setting
created during initial configuration for this specific button. If you do not
wish to override your Custom Setting, pass “null” here, as displayed in
the example above.

The DecisionClient will always return a JSON string; a serialized version of the DecisionClientResponse
object. Once you have received it back as a string, you will need to deserialize it to access its properties.

The available properties on the DecisionClientResponse are:
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Property Name Description
IsSuccess (Boolean) Denotes whether or not rules successfully ran with no errors.
Notifications Provides a list of all notification message returned by rule execution.

(List<NotificationMessage>) | Each NotifactionMessage has 2 properties on it:

e Type (Integer): The notification type is an integer that maps to
a Salesforce notification type. 0 maps to Informational, 1 to
Success, 2 to Warning, and 3 to Error.

e Message (String): The natification text

Errors(List<ErrorMessage>) | Provides a list of all errors encountered during rule execution. These
differ from errors thrown by the rule application itself, which are instead
added to the Notifications list as NotificationMessages of type Error.
Errors added into the Errors list are strictly errors encountered during
rule execution runtime.

Each ErrorMessage has 2 properties:

e Source (String): At what point during runtime the error was
thrown

e Message (String): The error text
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4 Executing Rules from Triggers

As of v5.5.1, the InRule for Salesforce App supports the execution of rules from Update triggers with a
number of limitations. For a full list of these limitations, references the Known Issues and Limitations of
Executing Rules from Triggers section below.

To emphasize, only After Update and After Insert triggers are supported. Due to Salesforce’s
enforcement of all external service methods running asynchronously, trigger execution and persistence to
the Salesforce database will always complete before rule execution has had time to finish, thus
preventing the ability to execute rules on the “in-progress” entity image before it has been persisted. As
an extension of this limitation, no entity image rollbacks can occur as a result of any validation done
during or after the rule execution process.

Adding a Rule Execution Trigger

To define a rule-executing trigger, create a new trigger on the entity of choice. The following example will
use Account:

Apex Trigger
Apex Trigger Edit

Apex Trigger | Version Setfings

Is Active [+

Q = &4 & A a
trigger example on Account (after update)

{
|
}

Next, all rule executing triggers must contain the boilerplate wrapper around their code defined below.
This is required to prevent endless recursions of triggers calling rules which then update fields on the
entity image, which would then re-invoke the Update trigger.
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Apex Trigger
Apex Trigger Edit

Apex Trigger | Version Settings

Is Active [«

Q =2 & & A A

trigger example on Account (after update)

if (!System.isFuture()})

//Trigger code goes here

¥

else

1
¥

return;

H

All operations, including calls to the rule execution service, will be contained within the If
(!System.isFuture()) block.

All triggers require defining whether you will be operating on the pre or post entity image (old/new,
respectively). As we can only operate on the post image, we’ll be using Trigger.new:

Apex Trigger

Apex Trigger Edit

Apex Trigger | Version Settings

Is Active |+

Q =< & & A a

trigger example on Account (after update)

if (!system.isFuture())

for (Account a : Trigger.new)

1

h
¥

else

{
¥

return;

At this point, the only remaining required component is to call the rule execution service. To call the rule
execution service from a trigger, invoke the inrule.DecisionClient.executeRulesFromTrigger method and
pass the appropriate parameters:
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15 Active |«

Q =+ a4 6 A

trigger example on Account (after update)
if (!system.isFuture())

for (Account a : Trigger.new)

1
h

inrule.DecisionClient.executeRulesFromTrigger( update’, a.id, 'Account', 'AccountDefaultRules', false, null);

iy

else

{

return;

i

}

The parameters for calling executeRulesFromTrigger, in order they fit into the signature:

Parameter Name Description

Event Type The event type for invoking rules. This will always be ‘update’.

entityld The unique Salesforce identifier for the root object in the request. This
follows the naming convention of: “entityName.|d”

objectType The Salesforce object type of the root object in the request

ruleSetName The name of an explicit Rule Set to call as the entry point for rule
execution.

useEntityPrefix If set to true, the DecisionClient will append the entity label to the

supplied rule set name. For example, if you pass in a ruleSetName of
“DefaultRules” and set useEntityPrefix to true, the effective
ruleSetName name would be “AccountDefaultRules”

ruleAppName (optional) Optional. Defining and passing a RuleAppName here allows you to
override the default Rule App Name defined in your Custom Setting
created during initial configuration for this specific button. If you do not
wish to override your Custom Setting, pass “null” here, as displayed in
the example above.

entitylmage (optional) Optional. Defining and passing an entity image allows you to capture
the entity image at time of trigger execution to ensure its state for rule
execution, whereas leaving it out will require the execution to query
Salesforce to get the current entity state, which may differ at that point
from its state when trigger execution began due to the asynchronous
nature of trigger execution.

Passing an entity image requires you first to serialize it into a JSON
string. An example of this can be found in the screenshot below.

If you do not wish to pass the entity image, you do not need to define it
as null like with the ruleAppName. You can simply leave it out of the
execution method signature altogether.

An example of serializing and passing an entity image:
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Is Active [«

Q = & & A A

trigger example on Account (after update)

if (!System.isFuture())

for (Account a : Trigger.new)

{
String entityImage = JSON.serialize(a)|
DecisionClient.executeRulesFromTrigger( 'update’, a.Id, "Account', 'AccountDefaultRules', false, null);

At this point, all required components are set. Any operations you wish to include before/after the
invocation of the rule execution service can be added at the points denoted below:

Is Active [«

QA > & & A a

trigger example on Account (after update)
if (!System.isFuture())

for (Account a : Trigger.new)
{
//Custom pre-rule execution code here
inrule.DecisionClient.executeRulesFromTrigger( update', a.id, 'Account', 'AccountDefaultRules®, false, null);
//Custom post-rule execution code here
1
¥

else

{
¥

return;

It's important to note that any custom code written after the rule execution service has been called must
not have any dependencies on outcomes of rule execution, as rule execution will be operating
asynchronously, and trigger execution will continue and likely finish well before rule execution does.

Known Issues and Limitations of Executing Rules from Triggers

Currently, there are a number of known issues and limitations with executing rules from triggers:

e Currently, only After Update and After Insert triggers are supported. Due to Salesforce’s
enforcement of all external service methods running asynchronously, trigger execution and
persistence to the Salesforce database will always complete before rule execution has had time
to finish, thus preventing the ability to execute rules on the “in-progress” entity image before it
has been persisted. As an extension of this limitation, no entity image rollbacks can occur as a
result of any validation done during or after the rule execution process.

e Due to the asynchronous nature of trigger execution, the trigger will not wait on a response from
the rule execution service before continuing with any additional code contained within it.
Therefore, you cannot rely on having a rule response at any point during trigger execution, even
if your code relying on it comes after your call to the execution service. It is not recommended to
have any code in your trigger that relies on any data contained in the rule response.
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e As aresult of triggers’ asynchronous nature, automatic data refresh on a record page as a result
of rule execution is not supported in Classic view, since the page has no way of knowing when
rule execution has completed. Notifications will still display once rule execution completes, but
the page will have to be manually refreshed by a user for them to be able to see any updates to
the record itself.

e Automatic data refresh on record pages is supported in Lightning, however, it requires giving all
users that will be initiating triggers that execute rules Read permissions to the InRule_Event
platform event. This can be done in two ways, both of which are explained in the below section
Adding Permissions to InRule Platform Event

e Due to the fact that triggers execute asynchronously and Formula fields on entities are calculated
and persisted asynchronously as well, any rules you attempt to execute from a trigger that make
use of a Formula field will be caught in a race condition between the Formula field being
calculated and persisted to the database and the rule execution service querying Salesforce to
fetch the currently persisted value of that field. If persistence for the Formula field has not yet
completed by the time the rule execution service reaches that point, it will pull down an out of
date value for that field and your rules will execute using the wrong value. Therefore, it is strongly
recommended that you do not execute rules that act on Formula fields from triggers. While there
is a possibility for it to work correctly, there is a high chance for unexpected behavior to occur
and there is no means of controlling whether it will work properly or not on any given execution of
that ruleset from a trigger.
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Adding Permissions to InRule Platform Event

Displaying natifications and refreshing the entity form after rules are run from a trigger relies on a
Salesforce Platform Event that is installed as part of the InRule package. However, by default, most
Salesforce default user profiles do not have read access to Platform Events. In order for notifications to
be displayed and data to be properly refreshed on a record page after rule execution via trigger,
you must give your users read access to the InRule_Event platform event.

There are 2 methods of doing this, both with their own advantages and disadvantages. Which approach is
best is ultimately dependent on the circumstances of your organization.

Add Platform Event Permissions via Editing Profiles

The first way of giving the needed permissions to your users is by editing their Profiles. In Salesforce, all
users have an assigned Profile that defines their permissions in the environment. Granting the needed
permissions to your users through this method can be as simple as editing the profile permissions of the
user types that will be setting off your trigger(s). This approach has some pros and cons.

Pros:

e Makes changes to entire profiles rather than specific users, meaning once it is done, all that will
need to be done for future users is to assign them to a profile with these permissions already
granted and they’ll be set

e If you are already using predominately custom/cloned Salesforce profiles in your environment,
making this change is very quick, easy, and doesn’t require any future overhead.

Cons:

e Cannot be accomplished with default profiles, which mandates cloning all of your profiles if your
users are using predominately default profiles.

e Migrating all users from default profiles to new profile types can be highly time-intensive
depending on the size of your org.

To do this approach, a user with system admin permissions must login to Salesforce and go to Setup.

From there, search for Profiles:

i3 Setup Home Ot

Q, Profileg]

w Users

Profiles

Didn't find what you're looking for?
Try using Global Search.

Once you've navigated to the Profiles page, select the profile you wish to edit. For this example, we’ll be
granting the necessary permission to Standard Users
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All Profiles v | Edit | Delete | Create New View

New Profile | |1 )

Action Profile Name * User License
Edit | Clone  Silver Parfner User Silver Pariner

Edit | Clone  Solution Manager Salesforce
Edit| Clone  Standard Platform User Salesforce Platform

Edit| Clone Standard User Salesforce

Edit| Clone  System Administrator Salesforce

Once on that profile’s page, select Edit:

Profile

Standard User
Users with this profile have the permissions and page layouts listed below. Administrators can change a user's profile by editing that use
If your organization uses Record Types, use the Edit links in the Record Type Settings section below fo make one or more record types ;

Login IP Ranges [0] Enabled Apex Class Access [2] Enabled Visualforce Page Access [0] Enabled External Data Source Access [0]
Enabled Service Presence !

Profile Detail Clone | | View Users

Name Standard User

User License Salesforce

Created By InRule Developer, 11/20/2019, 11:45 AM

Scroll down until you see the “Platform Event Permissions” header:

Platform Event Permissions

Basic Access
Read Create

InRule_Events

Check the “Read” checkbox, then scroll to the bottom of the page and press Save.
Repeat this process as needed for all profile types that need to be able to initiate rule executing triggers.

If the Read checkbox is greyed out for you and you can'’t select it, this means you're trying to edit a
default Salesforce profile. Salesforce has several “default” profile types that are commonly used; the
Standard User profile used in the example above is one such default profile. Unfortunately, Salesforce
default profiles cannot be edited. This means that if you have users that will be setting off your trigger(s)
that use default profile types, you will have to clone that profile, move your users from the default
Salesforce profile over to the clone of it, and add the permission on the new profile clone.

To clone a profile, navigate to that profile’s detail page as above, but instead of clicking “Edit,” click
“Clone.”
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Profile

Standard User
Users with this profile have the permissions and page layouts listed below. Administrators can change a user's profile by editing that user
IT your organization uses Record Types, use the Edit links in the Record Type Settings section below fo make one or more record types &

Login IP Ranges [0] | Enabled Apex Class Access [2] | Enabled Visualforce Page Access [0] | Enabled External Data Source Access [0]
Ensbled Service Prasence S

Profile Detail Edit View Users

Name  Standard User

User License Salesforce

Created By InRule Developer, 11/20/2019, 11:45 AM

Name your new profile appropriately:

You must select an existing profile to clone from.
Existing Profile Standard User

User License Salesforce
ProfileName | Standard User_clone

Save | [Cancel

Hit save. Your new profile clone has been created. You should now be able to follow the steps above to
add the appropriate Platform Event permission.

Once that’s done, you need to move your users from the original profile over to the clone.

You will need to repeat this process for every profile type in your organization that needs Ul updates
when triggers run
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Add Platform Event Permissions via InRule User Permission Set

The alternative approach to granting the necessary platform event to your users is to apply the InRule
User Permission Set that is installed as a part of the InRule Salesforce package. This approach has its

own pros and cons:

Pros:

e The InRule User Permission Set comes pre-installed and pre-configured with the InRule
Salesforce package, making the only required step being to assign the permission set to the

appropriate users

Cons:

e Permission Sets must be assigned to specific users, rather than profiles. This means that anytime
a new user is created, the permission set must be independently added to that user, creating user

management overhead. Managing this may not be viable within a large organization.

To add users to the InRule User Permission Set, go to Setup and search for Permission Set:

EEE Setup Home Ob

Q. Permission Sets

o Users

Permission Sets

Find and select InRule_User_Permissions:

|
| Permission Sets

On this page you can create, view, and manage permission sets

In addition. you can use the SalesforceA mobile app to assign permission sets to a user. Download Salesfo

All Permission Sets v | Edit | Delete | Create New View

New ||/}
Action Permission Set Label
Clone CRM User
Clone Sales Cloud User
Clone Salesforce CMS Integration Admin
Clone Salesforce Console User
Clone Service Cloud User
Clone Standard Einstein Aclivity Caplure

Select “Manage Assignments”
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Permission Set

InRule_User Permissions

| Q, Find Seffings. ﬂa| clanelmnageAssugnmgm ]

Permission Set Overview

Description
License
Session Activation Required

LastModified By InRule Developer, 3/18/2020, 12:48 PM

Select “Add Assignments”

Assigned Users
InRule_User_Permissions

« Back ta: Permission Set

\[Add Assignments !Ramcva Assignments

You'll be presented with a list of all users in your environment. You can select all users that will need the
ability to initiate rule executing triggers. Once you've selected all the relevant users, you can select
“Assign,” and the permission set will be assigned to all of those users.

These users will now be able to see Ul updates when rules are run from triggers.

5 Executing Rules from Lightning Flow

If you need to integrate rules with more complex process automation, rules can also be run from Lightning
Flow. The InRule integration with Flow lets you run rules against a particular entity record, and receive
back the status and notifications from rule execution.

To run rules from a flow, you will need to add an ‘Action’ element to your flow. You can find the InRule
action by searching for ‘Run Rules’ in the search box. The display name will be ‘Run Rules’ and the ID
will be apex-inrule__ DecisionClient
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New Action

Filter By )
Search Apex actions..

Type
Run Rules
apex-inrule__DecisionClient

Core Action
Apex Action
Apex Action (Legacy)

Email Alert

Lights, camera, action!

Select an Apex action to configure.

When adding the action, you will need to fill in the following required parameters

Parameter Name Description

Entity ID (String) The unique Salesforce identifier for the root object in the request. If
running a flow from an object page, you can configure this value to be
passed in to an input variable

Object Type (String) The Salesforce object type of the root object in the request. For
example, if running rules against an Account entity, this will need to be
set to a string value of “Account”.

Rule App Name (String) The name of the InRule Rule App that contains the rule set to run
Rule Set Name (String) The name of an explicit Rule Set to call as the entry point for rule
execution.

Use Entity Prefix (Boolean) | Typically set to false. If set to true, the DecisionClient will append the
entity label to the supplied rule set name. For example, if you pass in a
ruleSetName of “DefaultRules” and set useEntityPrefix to true, the
effective ruleSetName name would be “AccountDefaultRules”
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This action has three outputs

Output Name Description
Notifications (Apex-Defined | Includes notifications fired from rules during execution. This output can
collection) be assigned to a resource variable of the same type for use in

subsequent steps. The Apex class for this collection is
‘inrule__ NotificationMessage’. This class has the following properties:

e Type: integer value representing notification type. 0 for Info, 1

for Warning, and 2 for Error

e Message: string value containing the notification text
Errors (Apex-Defined Includes any errors that prevent rule execution from completing. This
collection) output can be assigned to a resource variable of the same type for use
in subsequent steps. The Apex class for this collection is
‘inrule__ NotificationMessage’. This class has the following properties:

e Message: string value containing text of the error

e Source: string value containing the error source
Is Success (Boolean) If rules are not able to be executed for any reason, this value will be set
to true. If true, additional error information will be available in the ‘Errors’
output collection

The following is an example of what a Flow using rules might look like. You can do other things with the
output from the Apex action, but this demonstrates a common use case, displaying rule notifications to
the user. The flow starts with Apex action, assigns the output collections to variables, loops over the
notifications to build a single string containing all notifications, and then outputs the value to the screen

Toolbox

Elements Manager
search this flow Screen Flow O (@)

Apex Action Assignment Loop Screen
New Resource RunRules  Assign Collections Notification Loop complete

RESOURCES

( For Each Item

v Actions (1)
4 Outputs from Run_Rules >

v Apex-Defined Collection Variables (2)

>_ EmorObjects > ( ( o

>_ NotificationObjects > ie Decision
- Waming

Choose Notificati
« Apex-Defined Variables (1) oose Notification

Type \
_ Current Item from Loop Notificati > L
errer

 Collection Variables (1)

A3 Notifications >
« Decision Outcomes (3)

@ Error >

@® Info >

@® Warming >

cersenc (2 Assign Error

 Screen Components : NotifJion

Ay booy N Assignment

1 Assign Warning

Az header > Prefix
v Variables (3) >

A, CurrentNotificationText > pssignment Assignment

A, NotificationsText > Build Notification

Assign Info Prefix
Az recordld >

ELEMENTS

Here the Notifications and Errors output are assigned to dedicated resource variables, so that they can be
looped over later
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Edit Assignment

Assign Collections (Assign_Collections) »
Set Variable Values
Each variable is modified by the operator and value combination.

Variable Operator Value

{INotificationObjects} Equals {!Run_Rules Notifications}

Variable Operator Value

{!ErrorObjects} Equals {'Run_Rules Errors}

<+ Add Assignment

When looping through the notifications, a decision checks the notification type integer to determine what
text to prefix the message with.

Edit Decision

Choose Notification Type (Choose_Natification_Type) #
Outcomes  For sach path the flow can take, create an outcome. For each outcome, specify the conditions that must be met for the flow to take that path

OUTCOME ORDER @ | + OUTCOME DETAILS Delete Outcome

§ Info +Label * Qutcome AP Name

. . Info Info
i Warning
When to Execute Outcome

# Error .
- All Conditions Are Met

Default Outcome
Resource Operatar

{INotification_LoopType} Equals

+ Add Condition

Cancel

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 71 of 85
CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent.



InRule for Salesforce Deployment Guide inru |e

Edit Assignment

Assign Info Prefix (Assign_Info_Prefix) »

Set Variable Values

Each variable is modified by the operator and value combination.

Variable Operator

{INotificationsText} Add

4 Add Assignment

Cancel Done

The combined notification text value is then displayed on the screen

Edit Screen

€ Display Text e

Notifications "
B Display Text * API Name
- {!NotificationsText} | body

Pause Previous Finish
Insert a resource... Q,

{!NotificationsText}

Salesforce Sans hd
1z L4
- -

Appendix F: Azure App Service Plan Configuration

Azure App Service Plan Overview

The Salesforce Rule Execution Azure App Service service runs on an Azure App Service Plan. The ARM
Template deployment process outlined in Section 3.3.2: Rule Execution App Service for Salesforce will,
by default, automatically deploy an App Service Plan for you.

This App Service Plan will be deployed to the subscription and resource group provided during the
deployment process. Additionally, the plan will be configured with a “F1” (Free) pricing tier, but this can be
increased based on your scaling and configuration needs.
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Should you wish to use a pre-existing Azure App Service Plan rather than have a new one created for
you, a few configuration steps within the ARM template itself are necessary.

Configuring the ARM Template to Use an Existing Azure App Service

1: Locate azuredeploy.parameters.json

The ARM template parameters file is located in the RuleExecutionAzureService folder as, defined in
Section 3.3.2: Rule Execution App Service for Salesforce

(BIEE-!
Home Share View
— w <« |nRule for the Salesforce Platf... » RuleExecutionAzureService w
[ [ MName Status Date modified Type
IT azuredeploy.json @ 4/17/2019 517 PM JSON
in) azuredeploy.parameters.json @ 4717720 17 PM JS0N
& Deploy-AzureResourceGroup.ps] @ 4/17/2019 517 PM Wind
i InRule.Salesforce.WebService.zip @ 4/17/2019 5:17 PM Com

2: Populate “appServicePlanName” parameter

Open the file in your text editor of choice. First, populate the “appServicePlanName” parameter. Set the
value equal to the name of your app service plan.

"appservicePlanName”: {
"wvalue™: 'ymurippiervicaplaﬂﬂaﬂﬂ'

3: Create “createOrUpdateAppServicePlan” parameter

Next, just below the “appServicePlanName” parameter you will add an additional parameter called
“createOrUpdateAppServicePlan” Detailed below (Note, be sure to add the pictured comma
immediately following the first bracket after the “appServicePlanName”preceding parameter):

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved. Page 73 of 85
CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent.



InRule for Salesforce Deployment Guide | nru I e

=

"app5ervicePlaniam
"walue":
:=I_1-

"createOrUpdatefpp5ervicePlan™:

"value™:

4: Create “servicePlanResourceGroupName” parameter

Lastly, we need to add a parameter to inform the ARM template what resource group your App Service
Plan is in. Create the “servicePlanResourceGroupName” parameter as shown below and define the value
as the name of the resource group your App Service Plan exists in.

"createOrUpdatefppServicePlan™:
"value":

5: Save azuredeploy.parameters.json and continue deployment

Save and close the file. You can now proceed with the deployment process outlined in Section 3.3.2:
Rule Execution App Service for Salesforce as normal; your rule execution app service will now deploy to
the App Service Plan you defined in the steps above
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Appendix G: Azure Application Insights Configuration

Azure App Service Plan Overview

For improved logging capabilities, the Salesforce Rule Execution Service is configured to use an Azure
App Insights resource as a logging sink in addition to the logging the App Service itself already has. ARM
Template deployment process outlined in Section 3.3.2: Rule Execution App Service for Salesforce will,
by default, automatically deploy an App Insights resource for you.

Should you wish to use a pre-existing Azure App Insights resource rather than have a new one created
for you, a few configuration steps within the ARM template itself are necessary.

Configuring the ARM Template to Use an Existing App Insights resource

1: Locate InRule.Dynamics.Service.parameters.json

The ARM template parameters file is located in the RuleExecutionAzureService folder as, defined
in Section 3.3.2: Rule Execution App Service for Salesforce

| I Iﬂ ¥ | RuleBExecutionAzureSe
Home Share View
— v 4 <« |nRule for the Salesforce Platf... » RuleExecutionAzureService ™
[ [0 Mame Status Date modified Type
in) azuredeploy.json @ 471772019 317 PM JS0N
IT azuredeploy.parameters.json @ 417, 17 PM JSOM
& Deploy-AzureResourceGroup.ps] @ 4/17/2019 517 PM Wind
| : InRule.5alesforce WebServicezip @ 471772019 317 PM Com

2: Populate “appInsightsInstrumentationKey” parameter

Open the file in your text editor of choice. First, populate
the “applnsightsinstrumentationKey” parameter at the bottom of the parameters file. Set the value
equal to the instrumentation key of your App Insights resource.

ppInsightsInstrumentationkKey™:

"value": "yourfppInsight ;:Ir-:-—_-' ...|':—:-|' tationkKey"

3: Create “createOrUpdateAppInsightsResource” parameter

Next, just below the “applnsightsinstrumentationKey” parameter you will add an additional parameter
called “createOrUpdateApplinsightsResource” detailed below and set its value to false:
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4: Save azuredeploy.parameters.json and continue deployment

Save and close the file. You can now proceed with the deployment process outlined in Section 3.3.2:
Rule Execution App Service for Salesforce as normal; your rule execution app service will now associate
the created app service with your existing app insights resource without creating a new one.
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Appendix H: Endpoint Override Configuration

As of version 5.5, InRule for Dynamics now supports Overriding Endpoint Configuration via Azure App
Service App Settings. This allows for the overriding of various endpoint settings configured on a rule app,
such as REST API URLs or Database Connection Strings, by setting App Settings on your execution
service App Service.

To set an endpoint override on your app service, simply navigate to your rule execution app service and
go to the Configuration view:

+ New application setting < Show values &’ Advanced edit Y Filter

MName Value Source Deployment slot setting Delete
inrulecrmicatalog:label < Hidden value. Click show values button :  App Config ]E
inrule:crmicatalog:password < Hidden value. Click show values button :  App Config ]E
inrule:crmicatalogiruleAppDirectory TP Hidden value. Click show values button : App Config ]E
inrulexcrm:catalog:sso € Hidden value. Click show values button : App Config ]E
inrulexcrm:catalog:uri TP Hidden value. Click show values button : App Config ]E
inrule:crmicatalog:uselnRuleCatalog TP Hidden value. Click show values button : App Config ]E
inrulecrmecatalogiuser <P Hidden value. Click show values button :  App Config ]E
inruleccrmes2s:azureAppld <P Hidden value. Click show values button : App Config ]E

Select “New Application Setting”
Add/Edit application setting

Name | |

Value |

The name of the override uses the following convention:
inrule:overrides:<YourEndpointNameHere>:<EndpointType>:<EndpointSetting>

Your endpoint name should match the name of the endpoint in the rule app you wish to override. The
available endpoint types are:

e DatabaseConnection

e MailServerConnection

e WebServerAddress

o WebServiceWsdIUri

e WebServiceMaxReceivedMessageSize
e XmlIDocumentPath

¢ XmlISchema
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e XmlSchemaValidation

¢ InlineTable

e InlineXmIDocument

e InlineValuelList

e SqlQuery

¢ RestServiceRootUrl

e RestServiceAuthenticationType

e RestServiceX509CertificatePath

e RestServiceAllowUntrustedCertificates

The endpoint setting is the name of the setting to override for that Endpoint Type. Some Endpoint Types
have several Endpoint Settings; the available settings for each Endpoint Type can be read about in the
InRule support site documentation.

The value of the override App Setting would then be set to whatever value you wish to override with.

@ Important: If an override type contains multiple settings, like RestServiceX509CertificatePath or
RestServiceAuthenticationType, be sure to include an App Setting for each of the settings listed in the
documentation.

Below is what a properly configured end-result would look like, using a RestServiceAuthenticationType
override as an example:

Add/Edit application setting

Mame | inrulexowerrides:EndpointMame:RestServiceAuthentication Type:RestSenviceUserMame

Value usernama

Q Important: A notable exception to this format type is for the RestServiceRootUrl endpoint type. If
you wish to override a REST root URL, you will need to follow the following format instead:

inrule:overrides:<YourEndpointNameHere>:<EndpointType>

Below is what a properly configured RestServiceUrl override would look like:

Add/Edit application setting

MName | inrulezoverrides:TestRestService:RestServiceRootUrl

Value | https://8a388bfd.ngrok.io

Once your override is set, simply save the changes to your app service. Upon the next execution of rules,
the specified endpoint type will be overridden with the supplied value.
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Appendix I: Salesforce and Rule Execution Service Event Logging

InRule Salesforce Logging

This section will highlight how to configure and view event logging for the InRule for Salesforce App.

Enable InRule for Salesforce App Logging
To enable logging from the InRule for Salesforce App, first navigate to Setup > Develop > Custom
Settings.

Build

£ Develop
Custom Seftings

Once you're in the Custom Settings page, locate the InRule custom settings object and select “Manage”

Action Label + Visibility Settings Type

Manage  InBule Public Hierarchy

Select Edit. Here, you can configure the LoggingLevel custom setting that will define whether or not the
InRule for Salesforce App logs to Salesforce and how verbose of logs it will create. The field can be
configured with values from 0-3, with each signifying the following:

e (- Disables all logging

e 1-Llogs errors and a minimal amount of information on successful requests

e 2 -—logs errors, request information, rule engine notifications, and rule engine validations

e 3 -- Logs the same information as 2, but also includes JSON from the HTTP request and
response payloads

Edit| | Deiete

¥ Default Organization Level Value

Location Authentication Password
Authentication Usemame Serviceur

LoggingLevel 3

Once you have configured the LoggingLevel, select “Save.”

Viewing InRule for Salesforce App Log

After installing the InRule for Salesforce App, a new custom tab to access the InRule for Salesforce App
logs will have been added. To add it to your navigation bar, click the “+” at the end of the navigation bar.

m Chatter Campaigns Leads Accounts Contacts Opportunities Forecasts Contracts Orders Cases Solutions Products Reports Dashboards _E

A list of objects will appear. Select “InRule Logs”
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View: aiTazs v

W Accounts
il Anavtics
8 2enLouncher
) Assets
%) Campaigns Teil me more!
) cases
" chaner
i Console
B consumation schedutes
7 Contact Requests
€ Content
= Contracts
A contribute
& DaB Companies
3) Dashboards
@Dﬂl.mm
Dosuments
) Dumlicate Record Sets
g Eiles
& Eorecasts
& Groups

| less
) imaoes
A Leads
<3 Libraries
List Emails
# Macios
() Onportunities
(o Orers
& Peonle
[ price Books
@ Products
4 potie
& Pprome Feeq
4 Profile Overview
¥ Recommendations
&  Reports
] ssomcans
1 sncom
[ sotions
15 Streaming Chonnels
() subscriptions
AL User Provisioning Requests

You will be navigated to a new page displaying a list of any recent logs that may have been created. To
view a list of all logs, select “All” from the dropdown list at the top of the page and select “Go!”

InRule Logs

' Home

View: Edit | Create New View

Recent InRule Logs

InRule Log Id
a011U00000LGwHi
a011U00000IkrgU
a011U00000L GvxS
a011U00000IklaH

You can now view all logs created by the InRule for Salesforce App.

individual log, you can click on the log ID to view the log details

InRule Log Detail
InRule Log Id

Was Successful

Response

Notifications
Validations
Error

Object Name
Event Type
Created By

a011U00000LWTae
v

{Entity"nuil“EntityChangesResponse” { EntityChanges{{ 1€ '0031UD0000K 1hIVOAZ',

{Aﬂﬂbutes [{'Name""attributes” "Value™ "fu000dw000a Viype!™ 'Contact\” \u000d\u000a \'urll"
36

{Notifications™[{" Ty
0 P {"Prop:

gl

Edit | | Delete| | Clone

{"Notifications™[{' Type" 0,"Message" "Contact Email is now user597&@domain com")}

{"Validations".[I}

Contact
update
Sigao Devs, 4/15/2019 8:56 AM

Edit | |Delete| | Clone

0,"Entity"null,”

"w000dw Oaﬂ{ Name™"Id","Value"" 0031U00000K1|\IV)
|"Value'"" usErﬁQ?S@domam cwm')( Name"."FirsiName","Value""RH"},
ir

ontainer”

ontainer”nul},
0,"Message'~Contact Email 15 nnwuserEBTE@ﬂomam com']]}"ValidationResponse"("Validations":
{Errors” [}

To view more information about an

Owner

Request

Rule App

Rule Set

Object Id
Time of Request
Last Modified By

I sicao Devs [Change]

{"Attributes™ [{"Name"“type”, "Value""Contact’},{"Name"-"Id" "Value™"0031U0D0BOKThIV"},
{Name'~"ld""Value™"0031L/00800K1hIV'}], "EntityName"="Contact”,"|d":"0031U00000K 11V}

SalesforceRuleApp

AnonymizeContactEmail

0031U00000K NIV
4/15/2019 8:56 AM
Sigao Devs, 4/15/2019 8:56 AM

What fields are and aren’t populated is determined by what logging level you configured.
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Rule Execution Service Event Log

Event logging can be enabled in the Rule Execution App Service to monitor application events. These
logs can be tremendously useful for debugging any issues encountered with the Rule Execution Service.

Viewing Application Event Logs

To enable event logging, login to Azure and navigate to your App Service as created as a part of the
Azure deployment process detailed in Section 3.3.2: Rule Execution App Service for the Salesforce.

Once you're looking at the overview of your app service, select Diagnose and solve problems

[7 srowse W Stop  “a Swap () Restart @ Delete L Get publish profile T Reset publish profile
Resource group (change)
IntegrationsTeam

Status
Running

Location
North Central US

Subscription (change)
Engineering-DevTest

Subscription ID
cf3242e8-7c08-4b50-a714-2beTh01c5df1

Tags (change)

Billable : UpdateMe  CreatedBy : YourName  CreationDate : YYYY-MM-DD Department : Engineering Project : UpdateMe

Diagnose and sclve problems 9 Application Insights
Our self-service diagnostic and troubleshooting experience Application Insights helps you detect and diagnose quality
helps you identify and re: our web app. [ i s, and helps you understand what your users

Select Diagnostic Tools

App Service Diagnostics

Use Agp Service Diagnostics to investigate how your app is performing, diagnose
issues, and discover how to improve your application. Select the problem categery that
best matches the information or tool that you're interested in:

Availability and Performance Configuration and Management

s your app experiencing downtime or slowness?
Click here to run a health checkup to discover
issues that may be affect your app's high
suailability, by either platform or app issues.

Heaith Check | | Downtime | | Six Erors.

4xcErrors | [ CPU| | Memory

S5L and Domains

Having trouble with certificates and custom
domains? Discover any issues related to SSL
certificates, authentication, and domain
management.

4xxErrors | S5L | Domains || Permissions

Auth || Cert

Diagnostic Tools

Sometimes deeper investigation is necessary.
With Diagnastic Tools, you can run language-
spacific tools 1o profile your app, collect
network traces, memory dumps, and more.

Profiler | | Memory Dump | | Daa$ | | AutoHeal

Metrics | [ Security

Are you having issues with something that you
configured specifically for your app? Find out if
you misconfigured App Service features, such as
backups, deployment slots, and scaiing.

Scaling| Swaps  Failed Backups  IPs

Migration

Best Practices

Are you running your application in production?

Review best practice recommendations to best

ensure that you running your production
 with the optimal configurations and

wtoScale | Traffic Manager | AlwaysOn

ARR Affinity

URL
https://ermirint-webjob.azurewebsites.net
App Service Plan

crmirint-webjobPlan (Basic: 1 Small)
FTP/deployment username

No FTP/deployment user set

FTP hostname
ftp/fwaws-prod-ch1-033.ftp.azurewebsites.windows.net

ftpsy/fwaws-prod-ch1-033.ftp.azurewebsites.windows.net

App Service Advisor

are sorted by freshness, priority and impact to your app.
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Select Application Events

. . . ASP.NET | ASP.NET Core Java PE
App Service Diagnostics Tools and Resources

Sometimes deeper investigation is necessary. With Diagnostic Tocls, you can run language-specific
tocls to prefile your app, collect network traces, memaory dumps, and maore,

¥ The stack used by your Web App was automatically detected to be Static Only. If incorrect,
please select the comect option on the right.

= Diagnostic Tools

Collect Network
Trace

Collect Memory
Dump

Auto Healing

= Support Tools

Advanced

Metnics per Instance
{App Service Plan)

Failed Request

Application Events o Lee=

Application Restart

- Premium Tools

PHP Debugging Security Scanning

You should see a list of all application events logged by the rule execution service, denoted with the
notification level, timestamp, event ID, source and web server. Selected an event log will cause the log
details to appear in a separate column on the right-hand side of screen.

Level Date Time «  Eventld  Source Computer Recycling application MACHINE/WEBROOT/APPHOST/~
— 1 »
Leve Date Tim Event Source Computer
Oinfo 01212019 2000 HttpPlatformHandler RD00155D70EBC2
20:12:13
Oinfo 01212019 2000 HttpPlatformHandler RDO0155D70EBC2
20:12:13
Oinfo 01212019 2000 HttpPlatformHandler RDO0155D70EBC2
20:12:12

In the event of rule service issues, error events in this log stream can be useful for debugging purposes.
For example, below is an example of an error event log in an instance where the rule service contacting
the catalog looking for a rule application that didn’t exist:
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Time: 10/30/2018 7:19:54.872 PM, Source: WcfCatalogProxy, Message:
Rule application 'DynamicsRules2’ does not exist in the catalog.
Installer Version: 5.2.0.166

irSDK Version: 5.2.0.166

HostAppDomainHeapMemoryMB: 18
, Detail:

Operating System: Microsoft Windows NT 10.0.14393.0
Processor Count: 1

CLR Version: 4.0.30319.42000

CLR Mode: 32-bit

Thread Culture: 1033

ThreadID: 15

ProcessID: 0

Installer Version: 5.2.0.166

irSDK Version: 5.2.0.166

Error Information:

InRule.Repository.Service.InRuleCatalogException: Rule application 'DynamicsRules?' does not exist in
the catalog.

Typically, the response message at the beginning of the log and the Error Information section provide the
most pertinent debugging information.

Adjusting Logging Levels

The Application Event Log can quickly become bogged down with too many logs, making finding specific
logs that you may be interested in more difficult. To cut down on excessive informational logs, the Rule
Execution Service, by default, will be deployed with a logging level of “Warn,” meaning only Warnings and
Errors will be logged. However, this can be adjusted as needed for whatever your needs may be.

To adjust your Rule Execution Service’s logging level, navigate to your App Service as created as a part
of the Azure deployment process detailed in Section 3.3.3: Rule Execution App Service for the
Salesforce.

Once you're looking at the overview of your app service, select Application Settings in the settings
menu:

O Search « [7 Browse M Stop %5 Suan 0 Restart [ Delete i Get publish profile C) Reset publish profile
2 Search P P
= R o Resource group (change) URL
& Overview IntegrationsTeam https://crmirint-webjob.azurewebsites.net
B Activity log Status App Service Plan
Running crmirint-webjobPlan (Basic: 1 Small)
.
iaa Access contral (IAM) Location FTP/deployment username
& Tags North Central US No FTP/deployment user set
Subscription (change) FTP hostname
¥ Diagnose and solve prablems Engineering-DevTest ftp:/fwaws-prod-ch1-033 ftp.azurewebsiteswindows.net
Subscription 1D FTPS hostname
Deployment cf3242e8- 7c98-4b60-2714-3beTb91cdf1 ftps://waws-prod-ch1-033.fip.azurewebsites.windows.net
€ Quickstart Tags {change)
ML, Deployment slots (Preview) Billable : UpdateMe  CreatedBy : YourName CreationDate : YYYY-MM-DD Department : Engineering Project : UpdateMe
M, Deployment slots ES
& Deployment options (Classic)
@ Deployment Center Diagnose and solve problems @ Application Insights App Service Advisor
Our se#f-senvics diagnostic and roubleshosting sxperiznce Application Insights helps you detect and diagnose quality App Service Advisor provides insights for improving app

helps you ideniify and resclve issues with your web app. - ‘exparience on the App Service platform. Recommendations

are sontzd by frashness, pricrity and impact to your app.

Settings

= Application settings

Scroll down until you see the Application settings section:
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Name Value
inrule:logging:level € Hidden value. Click show values button above to view
inrulezrepository:licensing:licenseFolder € Hidden value. Click show values button above to view
inrulexf:apizconsumerkey € Hidden value. Click show values button above to view
inrulesfapi:consumersecret € Hidden value, Click show values button above to view
inrulesfapizloginUr <P Hidden value. Click show values button above to view
inrulesfapizpassword <P Hidden walue. Click show values button above to view
inrulesfapisecurityToken <P Hidden walue. Click show values button above to view
inrulesfiapi:username <TF Hidden value, Click show values button above to view
inrulessficataloglabe € Hidden value, Click show values button above to view
inrulexsficatalog:password P Hidden value. Click show values button above to view
inrulesficatalogiruleAppDirectory € Hidden value. Click show values button above to view
inrulesficatalogisso € Hidden value. Click show values button above to view
inrulexficatalogiur € Hidden value. Click show values button above to view
inrulessficatalogiuselnRuleCatalog <€F Hidden value. Click show values button above to view
inrulesficatalogiuser <P Hidden value. Click show values button above to view
inrulesfiruleServicesbasicPwd T Hidden value, Click show values button above to view
inrulessfiruleService:basicRealm ¥ Hidden value, Click show values button above to view
inrulesfruleServicesbasicUserName <TF Hidden value, Click show values button above to view

Locate the inrule:logging:level setting. Note that its value is currently set to “Warn.”

inruleloggingleve Wam

Simply change the value to the desired logging level. You may select from one of the following levels that
the Rule Execution Service leverages:

Logging Level Details

Info Logs all application events, including Informational
events that track the general flow of the
application

Warn Logs Warning and Error events. Warning events

highlight abnormal or unexpected events in the
application flow, but don’t otherwise cause
application execution to stop

Error Logs only Error events. Error events result in the
halted execution of the application’s current
activity due to a failure
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For more detailed, technical explanations of what is included with each logging level, please reference the
Runtime Event Log Details documentation on the support site.

Once you have configured the setting to the desired to level, press Save at the top of the page:

Save

» Discard

nf Click here to upgrade to a higher SKU and enable additional features.

New application setting < Showvalues ¢’ Advanced edit Y Filter

Name

inrulezlogging:leve

Value

T Hidden value, Click show values button above to view

Copyright© 2020 by InRule Technology, Inc. All Rights Reserved.

CONFIDENTIAL — Not to be distributed beyond the party to which this document was originally sent.

Page 85 of 85


http://support.inrule.com/help/irSDKHelp50/runtime_event_log_details.htm

